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TERMS AND CONDITIONS

1. CONTRACT TERM 

(a) The term of the Contract shall commence on the Effective Date and shall end in seven (7) years (“the Expiration Date”), subject to the other provisions of the Contract.  The Effective Date shall be: a) the date the Contract has been fully executed by the Contractor and by the Commonwealth and all approvals required by Commonwealth contracting procedures have been obtained or b) the date referenced in the Contract, whichever is later.  The Contract shall not be a legally binding contract until after the fully-executed Contract has been sent to the Contractor.

(b) The Commonwealth may, in its sole discretion, renew the Contract for three (3) one (1) year periods, or any combination thereof, on the terms and conditions in force at the date of the renewal and utilizing pricing to be negotiated but consistent with and no less favorable than the pricing in force at the date of the renewal.  Further, the Commonwealth reserves the right to extend this Contract or any part of this Contract up to three (3) months, or as necessary to prevent a lapse in Contract coverage.

(c) The Commonwealth reserves the right to execute the Contract, Purchase Orders or any follow-up Contract documents in ink or electronically.  The Contractor understands and agrees that the receipt of an electronically-printed Contract with the printed name of the Commonwealth purchasing agent constitutes a valid, binding contract with the Commonwealth.  The printed name of the purchasing agent on the Contract represents the signature of that individual who is authorized to bind the Commonwealth to the obligations contained in the Contract.  The printed name also indicates that all approvals required by Commonwealth contracting procedures have been obtained.

(d) The Contractor shall not start performance, and the Commonwealth shall not be liable to pay the Contractor for any supply furnished or work performed or expenses incurred, until all of the following have occurred:  

(1) The Effective Date has arrived; 

(2) The Contractor has received a copy of the fully executed Contract (or written notice from the Commonwealth that the Contract has been fully executed); and 

(3) The Contractor has received a Purchase Order or other written notice to proceed signed by the Commonwealth Contracting Officer. 

No Commonwealth employee has the authority to verbally direct the commencement of any work or delivery of any supply under this Contract prior to the Effective Date.

2. PURCHASE ORDERS

(a) The Commonwealth may issue Purchase Orders against the Contract.  These orders constitute the Contractor’s authority to make delivery.  All Purchase Orders received by the Contractor up to and including the expiration date of the Contract are acceptable and must be performed in accordance with the Contract.  Contractors are not permitted to accept Purchase Orders which require performance in excess of those performance time periods specified in the Contract.  Each Purchase Order will be deemed to incorporate the terms and conditions set forth in the Contract.

(b) Purchase Orders will not include an ink signature by the Commonwealth.  The electronically-printed name of the purchaser represents the signature of the individual who has the authority, on behalf of the Commonwealth, to authorize the Contractor to proceed.

(c) Purchase Orders may be issued electronically or through facsimile equipment.  The electronic transmission of a purchase order shall require acknowledgement of receipt of the transmission by the Contractor.

(d) Contractor’s acknowledgment of receipt of the electronic or facsimile transmission of the Purchase Order shall constitute receipt of an order.

(e) Purchase Orders received by the Contractor after 4:00 p.m. will be considered received the following business day.

(f) The Commonwealth and the Contractor specifically agree as follows:

(1) No handwritten signature shall be required in order for the Contract or Purchase Order to be legally enforceable.

(2) Upon receipt of a Purchase Order, the Contractor shall promptly and properly transmit an acknowledgement in return.  Any order which is issued electronically shall not give rise to any obligation to deliver on the part of the Contractor, or any obligation to receive and pay for delivered products on the part of the Commonwealth, unless and until the Commonwealth agency transmitting the order has properly received an acknowledgement.

(3) The parties agree that no writing shall be required in order to make the order legally binding.  The parties hereby agree not to contest the validity or enforceability of the Contract or a genuine Purchase Order or acknowledgement that have been issued electronically under the provisions of a statute of frauds or any other applicable law relating to whether certain agreements shall be in writing and signed by the party bound thereby.  The Contract and any genuine Purchase Order or acknowledgement issued electronically, if introduced as evidence on paper in any judicial, arbitration, mediation, or administrative proceedings, will be admissible as between the parties to the same extent and under the same conditions as other business records originated and maintained in documentary form.  Neither party shall contest the admissibility of copies of the Contract or any genuine Purchase Order or acknowledgements under either the business records exception to the hearsay rule or the best evidence rule on the basis that the Contract or Purchase Order or acknowledgement were not in writing or signed by the parties.  A Purchase Order or acknowledgment shall be deemed to be genuine for all purposes if it is transmitted to the location designated for such documents.

(4) Each party will immediately take steps to verify any document that appears to be obviously garbled in transmission or improperly formatted to include re-transmission of any such document if necessary.

(g) Purchase Orders under five thousand dollars ($5,000) in total amount may also be made using a Commonwealth Procurement VISA Card in person or by telephone.  When an order is placed by telephone, the Commonwealth agency shall provide the agency name, employee name, credit card number, and expiration date of the card.  The Contractor agrees to accept payment through the use of the Commonwealth Procurement VISA card.

3. IDENTIFICATION NUMBER

The Contractor must have a SAP Vendor Number.

4. ORDER OF PRECEDENCE, DEFINITIONS AND CONSTRUCTION

(a) If any conflicts or discrepancies should arise in the terms and conditions of this Contract, or the interpretation thereof, the order of precedence shall be:

(1) This Contract (first, the Contract, including the terms and conditions, second the Schedules and Appendices); then 

(2) The Contractor’s Proposal (including the clarifications and the Best and Final Offer), as accepted by the Commonwealth; and then 

(3) The RFP.

(b) Except as otherwise expressly provided in the Contract, all capitalized terms used in the Contract shall have the meanings set forth in Schedule A (Defined Terms).

(c) Interpretation:

(1) The terms defined in the Contract include the plural as well as the singular and the derivatives of such terms.  Unless otherwise expressly stated, the words “herein,” “hereof,” and “hereunder” and other words of similar import refer to the Contract as a whole and not to any particular Paragraph, Section, subsection or other subdivision.  The words “include” and “including” shall not be construed as terms of limitation.

(2) Headings preceding the text of Paragraphs or Sections, and headings to Schedules and Appendices, the table of contents and the table of Schedules and Appendices included in or attached to the Contract are used for convenience only and are not to be considered in construing or interpreting the Contract.

(3) References to any law refer to such law in changed or supplemented form, or to a newly adopted law replacing a previous law.

(4) Except as may be expressly set forth herein, all references to time herein refer to Eastern Standard Time or Eastern Daylight Time, as applicable.

(d) The Contract includes each Schedule, Exhibit and Appendix referenced herein, all of which are incorporated into the Contract by this reference

5. CONTRACT INTEGRATION

(a) This Contract, including the Contract signature pages, together with the Contractor’s Proposal, the Contractor’s clarifications and the Contractor’s Best and Final Offer, and the RFP and addenda thereto that are incorporated herein by reference, constitutes the final, complete, and exclusive Contract between the parties containing all the terms and conditions agreed to by the parties.

(b) All representations, understandings, promises, and agreements pertaining to the subject matter of this Contract made prior to or at the time this Contract is executed are superseded by this Contract.

(c) There are no conditions precedent to the performance of this Contract except as expressly set forth herein.

(d) No contract terms or conditions are applicable to this Contract except as they are expressly set forth herein.

6. SERVICES

(a) The Contractor agrees to provide the Services to the Commonwealth as such services are defined in this Contract, the RFP and the Contractor’s Proposal, and in accordance with the terms of this Contract.

(b) The Contractor shall provide to Commonwealth the following Services pursuant to the terms of the Contract:

(1) Commencing as of the Effective Date, the Transition Services set forth in Section 14 (Transition) and Schedule D (Transition Milestones); 
(2) Commencing as of the Effective Date and continuing until the Expiration Date:

(i) The services, function and responsibilities described in the Contract, including the Services set forth in  (Services Catalog) and Schedule F (Statement of Work);

(ii) Any incidental services, functions or responsibilities not specifically described in the Contract, but which are inherent or required for the proper performance and delivery of the Services; and

(iii) The services, functions and responsibilities related to those categories of Services which Contractor is assuming pursuant to the Contract; and
(3) Commencing upon written notice by Commonwealth to Contractor in accordance with Section 33 (Termination Assistance).
(c) The services set forth in (1) through (3) above shall be collectively referenced as the “Services,” as they may evolve during the Term of the Contract or be supplemented, enhanced, modified or replaced pursuant to the terms hereof. The Services provided under this Contract are not exclusive to Contractor.  The Commonwealth may in-source or re-procure any or all of the Services.  

(d) The Commonwealth may request a change to the Services through a “Request for Services” to increase or decrease the amount of the Services provided under this Contract, according to Commonwealth's demand for the Services.  The parties shall use the Change Control Procedures to implement the changes required by the Request for Services and revise the Fees as applicable.  

(e) PRIVATE Except as may be necessary on an emergency basis to maintain the continuity of the Services or in the event of a declared disaster, Contractor shall not, without Commonwealth's written consent, modify (1) the composition of the Services, (2) the manner in which the Services are to be provided or delivered if such modification would have an adverse effect on the operations of Commonwealth, or (3) the applicable Services Levels.

(f) Except as otherwise expressly provided in this Contract, Contractor is responsible for providing, and is financially and operationally responsible for, the Facilities, Personnel, Equipment, Materials, technical knowledge, expertise and other resources necessary to provide the Services (including all upgrades, improvements, replacements and additions to such resources). 

(g) Contractor acknowledges that Commonwealth encourages Contractor to provide the Services in a shared data processing environment, if such environment will materially reduce Commonwealth's costs under this Contract and can be accomplished within the confidentiality and physical security constraints imposed upon Contractor elsewhere in this Contract.  Accordingly, upon the migration of any of Commonwealth's data processing to a Contractor Services Location, Contractor may provide the related Services from such Contractor Services Location in a shared data processing environment if Contractor reasonably believes such environment will materially reduce Commonwealth's costs under this Contract and if such shared environment and Contractor's use thereof to provide the Services otherwise comports with the terms of this Contract.  Commonwealth reserves to itself the right of prior approval of any third party proposed by Contractor to share such data processing environment, such approval not to be unreasonably withheld.  Contractor acknowledges that Commonwealth will be entitled to withhold its approval of any such third party if, among other things, there is no or insufficient economic benefit to Commonwealth from the proposed sharing arrangement or if any federal or state confidentiality issues are not resolved to the satisfaction of the applicable federal or state governmental entity.  

(h) PRIVATE Technical Architecture and Product Standardstc  \l 2 "3.18  Technical Architecture and Product Standards".  As part of the Services, Contractor shall suggest to Commonwealth information management technical architecture and product standards to be in effect at the Contractor Services Locations during the Term and the parties shall work together in good faith to develop information management technical architecture and product standards that are mutually acceptable to the parties and consistent with the Services Levels then in effect.

(i) Remote Access Capabilitiestc  \l 2 "3.13  Remote Access Capabilities".  As part of the Services, Contractor shall provide remote access capabilities for use by authorized personnel of the Commonwealth.  All such remote access capabilities shall meet or exceed all Commonwealth technology and security standards as set forth in Section 12 (Service Locations).

(j) Contractor Licenses and Permitstc  \l 2 "3.16  Vendor Licenses and Permits".  As part of the Services, Contractor is responsible for obtaining, and has financial responsibility for, all necessary licenses, consents, approvals, permits and authorizations that are legally required to be obtained in order for Contractor to perform the Services.  Commonwealth shall reasonably cooperate with and assist Contractor in obtaining any such licenses, consents, approvals, permits and authorizations.  Notwithstanding the foregoing, Commonwealth will retain responsibility for obtaining, and the financial responsibility for, all necessary licenses, consents, approvals, permits and authorizations necessary to enable Contractor and its subcontractors to use the Commonwealth Software to the extent necessary for Contractor's performance of the Services and with Contractor's cooperation as further described in Section 8 (Commonwealth Third Party Software), and Contractor will cooperate, and will cause the Contractor agents to cooperate, in good faith and at no additional cost to Commonwealth, in obtaining such licenses, consents, approvals, permits and  authorizations.

(k) Changes in Law and Regulationstc  \l 2 "3.17  Changes in Law and Regulations".   Each party shall identify, and notify the other party of, any changes in applicable statutes, regulations, or policies that may directly or indirectly relate to Contractor's performance of the Services.  Contractor and Commonwealth shall work together to identify any impact of such changes upon Commonwealth's use, or Contractor's delivery, of the Services.  Contractor shall be responsible for any fines and penalties arising from its noncompliance with any such identified  statutes, regulations, or policies relating to the business of providing the Services and shall not be responsible for any fines and penalties assessed against Commonwealth by federal governmental entities from Commonwealth's noncompliance with any federal legislative enactments or federal regulatory requirements relating to Commonwealth's operations that does not result from Contractor's actions or inactions under this Contract.  As part of the Services, Contractor shall, if possible, perform the Services regardless of changes in legislative enactments or regulatory requirements.  If such changes prevent Contractor from performing any of its obligations under this Contract or increase Contractor's costs in connection therewith, Contractor shall provide written notice thereof to Commonwealth within five (5) days of learning of the change and, if possible, will develop and implement a suitable workaround until such time as Contractor can fully perform its obligations under this Contract without such workaround. Contractor shall bear any costs relating to any legislative enactments and regulatory requirements relating to its business, and Commonwealth shall bear all reasonable out of pocket expenses, excluding attorneys fees, incurred by Contractor relating to legislative enactments and regulatory requirements that require modification of the Services by Contractor.  If the parties are unable to agree as to the allocation of such costs, the changes and costs that are the subject of this Section 6(k) shall be subject to the Change Control Procedures.  

(l) Access.  Upon Contractor’s receipt of appropriate, advance notice (which except in an emergency situation shall not be less than three (3) business days) and subject to Contractor’s reasonable security requirements, authorized representatives of Commonwealth, Commonwealth agents and agents of the Federal government shall be permitted access to any Contractor Services Location. 

7. Equipmenttc  \l 2 "3.06  Equipment"
Contractor shall provide the Services using the Equipment.  Commonwealth shall provide Contractor with the required access and authorization to use the Commonwealth Machines. 

(a) Replacement and Upgrades of the Equipmenttc  \l 2 "3.07  Replacement and Upgrades of the Equipment".  

(1) Contractor shall maintain, replace and upgrade the Contractor Machines at its sole cost and expense. At its sole cost and expense, Contractor shall maintain the Commonwealth Machines and shall replace each Commonwealth Machine at its respective end of life or as otherwise required to provide the Services. All replacements and upgrades shall be addressed through the Change Control Procedure. Commonwealth agencies will work closely with the Office of Administration and Contractor to accurately plan for any additional just-in-time technology refresh and upgrade deployment as may be necessary for Contractor to perform the Services in accordance with the Services Levels while meeting new or increased demands of the agencies.   Contractor acknowledges that all such replacements and upgrades shall consist of the then current technology; that is, Contractor will not extend use of then obsolete technology by increasing its capacity with additional hardware capacity if newer, proven technology is then available.  In the case of all such replacement or upgrades, Contractor shall provide advance notice via the Change Control Procedure, reasonable under the circumstances to Commonwealth, and such replacement or upgrade shall be subject to Commonwealth's approval, including, without limitation, the approval of the contemplated implementation schedule and cost.  If Commonwealth withholds its approval of such replacement, upgrade or contemplated schedule, the Contractor Project Manager and the Commonwealth Project Manager, in good faith and subject to the Change Control Procedures, will determine the appropriate adjustments to the Services Levels. 

(2) In addition to the foregoing obligations of Contractor under this Section 7 (Equipment).  Contractor shall provide Commonwealth with information regarding additional Improved Technology for Commonwealth's evaluation in connection with the Services, to the extent then known to Contractor, and shall meet with Commonwealth at least two (2) times during each Contract year to inform Commonwealth of any Improved Technology Contractor is developing or information processing trends and directions of which Contractor is aware.  Upon the existence of any such additional Improved Technology that the parties believe would materially improve the performance, or reduce the cost, of the Services, (other than the required upgrades and replacements provided for above), the parties will meet and discuss in good faith the terms upon which such Improved Technology may be implemented into the Services.  The parties acknowledge their intent, in such discussions, to develop terms for such implementation that will result in an equal sharing by the parties of the net economic benefit that is expected to result therefrom with the Fees adjusted accordingly (after taking into account Contractor's cost of the related hardware, software and implementation efforts).  Upon any such projected reduction of the cost of the Services, the parties, working together in good faith, shall revise the Fees accordingly.  

(b) Equipment Maintenancetc  \l 2 "3.09  Machine Maintenance".  As part of the Services, Contractor shall provide to Commonwealth maintenance and support services in respect of the Equipment and shall, at its own cost and expense, maintain and support the Contractor Machines as necessary for Contractor to perform the Services in accordance with the Services Levels.  All costs and expenses incurred in connection with the provision of maintenance and support services in respect of the Equipment (including third party maintenance fees) shall be the responsibility of Contractor. 

8. THIRD PARTY SOFTWAREtc  \l 2 "3.10  Commonwealth Third Party Software"
(a) As part of the Services, Contractor shall have operational responsibility for the Commonwealth Third Party Software for which Commonwealth has a valid license and current maintenance agreement (“Commonwealth Third Party Software”) and shall be responsible for applying upgrades, enhancements and fixes as provided and directed by the applicable agency.  The Commonwealth shall have financial responsibility for any Commonwealth Third Party Software license, upgrade, maintenance and support fees, except that Contractor shall be responsible for any third-party consulting fees in connection with the installation or implementation of any software upgrade, revision or replacement required by Contractor.
(b) As part of the Services, Contractor shall have financial, administration, operational and maintenance responsibility for all Contractor Software and Third Party Software provided by the Contractor as part of the Services, including but not limited to the Third Party Software listed in Exhibit B.4.
(c) As part of the Services, except for the cost of the license, Contractor shall have financial, administration, operational and maintenance responsibility for the Third Party Software listed in Exhibit B.10, for which the Commonwealth has a valid license (“Hybrid Third Party Software”). 
(d) The Contractor shall not require the Commonwealth to sign a software license agreement for any Contractor Software or Third Party Software, including but not limited to any click through agreement or other terms purported to apply to the software.tc  \l 2 "3.11  Software Maintenance.  Commonwealth will continue to support and maintain the Commonwealth Proprietary Software as necessary for Vendor's performance of the Services."
(e) PRIVATE The Commonwealth will continue to support and maintain the software owned by the Commonwealth (“Commonwealth Proprietary Software”) as necessary for Contractor's performance of the Services.
9. DATA SECURITYtc  \l 2 "3.14  Data Security"
(a) Commonwealth will retain administration of logical and data access security, and Contractor will host Commonwealth security applications software utilized by the Commonwealth in managing logical and data access security, and will not implement configurations that would prevent Commonwealth from managing logical and data access security.  As part of the Services, Contractor shall implement and maintain the Commonwealth’s safeguards against the disclosure, destruction, loss or alteration of the Commonwealth Data in the possession of Contractor in accordance with the terms of this Contract and with Commonwealth's other security policies and procedures provided, in writing, to Contractor.  In any event, Contractor, as part of the Services, is required to meet or exceed the most stringent of any applicable federal or state law, statute, rule or regulation applicable to Contractor's and/or Contractor’s Agents possession of, or access to, any Commonwealth Data (which includes Section 12(d), herein).  All changes or additions to any such Commonwealth security policies or procedure or any changes to any applicable federal or state law, statute, rule or regulation shall be implemented by Contractor.  Any changes or additions which result in a material additional cost to Contractor shall be subject to the Change Control Procedures.  To the degree such change applies to other Contractor customers, Contractor will mitigate the Commonwealth’s economic exposure to additional cost by equitably spreading the additional cost of compliance to its multiple customers.  
(b) The Contractor shall not store the Commonwealth Data outside of the continental United States of America.
(c) All of Contractor's activities relating to the safeguarding of Commonwealth Data shall be subject to periodic review and monitoring by Commonwealth and related Federal agencies, and Contractor shall cooperate fully with all such reviews and monitoring.  In addition to, and not in limitation of, any restrictions set forth elsewhere in this Contract, Contractor shall have operational access to the Commonwealth Data only on an as‑needed basis.  
(d) Upon request at any time during the term of this Contract, or upon termination, cancellation, expiration or other conclusion of the Contract, Contractor shall return the Commonwealth Data to the Commonwealth or, at the Commonwealth’s request, destroy the Data. If the Commonwealth request Contractor to destroy the Data, the Commonwealth shall have the right to conduct an audit to ensure the Data has been destroyed.  This provision shall also apply to all Commonwealth Data that is in the possession of subcontractors or agents of Contractor. Contractor shall complete such return or destruction within ten (10) days of the request or after the conclusion of this Contract. Within such ten (10) day period, Contractor shall certify in writing to Commonwealth that such return or destruction has been completed.  Contractor shall make available to the Commonwealth for a complete and secure (i.e. encrypted and appropriately authenticated) download file of the Commonwealth Data in XML format, or such other format as specified by the Commonwealth, including all schema and transformation definitions and/or delimited text files with documented, detailed schema definitions along with attachments in their native format. Contractor shall be available to answer questions about data schema, transformations, and other elements required to fully understand and utilize the Commonwealth’s data file. Unless the Commonwealth agrees or specifies otherwise, the Contractor shall also deliver to the Commonwealth any copies, duplicates, summaries, abstracts or other representations of any such Commonwealth Data or any part thereof, in whatever form, then in the Contractor’s possession or control in accordance with the “NIST Guidelines for Media Sanitization” (SP 800-88).  

(e) Contractor shall comply with all state and Federal data breach laws, including but not limited to the Commonwealth Breach of Personal Information Notification Act (73 P.S. § §2301 et seq.).  In the event Contractor or any of Contractor's Agents discover or are notified of a data breach or potential breach of security involving any of the Commonwealth Data, Contractor shall immediately notify the Commonwealth Project Manager and the Commonwealth’s Chief Information Security Officer of the same and describe the nature of the breach, the Data compromised, the involved parties, mitigation efforts, and corrective actions to be taken by the Contractor.  In addition, at Commonwealth's request and at Contractor’s sole cost and expense, Contractor shall:
(1) Promptly provide Commonwealth Data security reports to Commonwealth in a form to be agreed upon by Commonwealth and Contractor; and 
(2) Cooperate with any efforts by Commonwealth to investigate or prosecute any breach of security of the Commonwealth Data; and 
(3) Provide credit monitoring services to all individuals or organizations that may be impacted by the security breach.  
Contractor shall be solely responsible for any costs, losses or damages actually incurred by the Commonwealth due to Personal Information being accessed, used, released, disclosed and/or acquired in an unauthorized manner while in the possession and control of the Contractor or its employees, agents, and/or subcontractors.   In the event of any data breach by Contractor or any of the Contractor Agents involving any of the Commonwealth Data, Contractor shall be assessed a credit against Fees due for Service provided during the period of breach of security. 

(f) Credit Card Information

(1) By providing the Services under this Contract, the Contractor may create, receive, or have access to credit card records or record systems containing cardholder data including credit card numbers (collectively the "Cardholder Data”).  Contractor shall comply with the Payment Card Industry Data Security Standard ("PCI DSS") requirements for Cardholder Data that are prescribed by the payment brands (including but not limited to Visa, MasterCard, American Express, and Discover), as they may be amended from time to time.  Contractor acknowledges and agrees that Cardholder Data may only be used for assisting in completing a card transaction, for fraud control services, for loyalty programs, or as specifically agreed to by the payment brands, for purposes of this Contract or as required by applicable law.

(2) Contractor shall conform to and comply with the PCI DSS standards as defined by The PCI Security Standards Council at: https://www.pcisecuritystandards.org/security_standards/index.php.
Contractor shall monitor these PCI DSS standards and will promptly notify the Commonwealth if its practices should not conform to such standards.  Contractor shall provide a letter of certification to attest to meeting this requirement within one week of Contractor’s receipt of the annual PCI DSS compliance report. 

10. CONDUCT OF SERVICES

(a) Following execution of the Contract, Contractor shall proceed diligently with all Services and shall perform such Services with qualified personnel, in accordance with the completion criteria set forth in the Contract.

(b) The Contractor’s Services hereunder shall be monitored by the Commonwealth and the Commonwealth’s designated representatives.  If the Commonwealth reasonably determines that the Contractor has not performed to the requirements in the Contract or has otherwise exposed the Commonwealth to material risk, the Commonwealth and the Contractor will attempt to reach agreement with respect to such matter.  Failure of the Commonwealth or the Contractor to arrive at such mutual determinations shall be a dispute concerning a question of fact within the meaning of Section 34 (Contract Controversies) of this Contract.

(c) As part of the Services, Contractor shall conduct enterprise-wide Commonwealth Satisfaction Surveys, which surveys shall be conducted annually until completion of the Transition.  Upon completion of the Transition, Contractor shall conduct the Commonwealth Satisfaction Surveys semi-annually for two years and annually thereafter.  

11. QUALITY ASSURANCE AND INTERNAL CONTROLS
(a) Contractor will develop and implement quality assurance and internal controls, including implementing tools and methodologies, to ensure that the Services are performed in an accurate and timely manner, in accordance with the Contract. Without limiting the foregoing, Contractor will:
(1) Maintain a strong control environment in day-to-day operations;
(2) Develop and execute a process to ensure regular internal control self-assessments are performed with respect to all Services and report the outcome of such self-assessments to the Commonwealth;
(3) Maintain an internal audit function sufficient to monitor the processes and systems used to provide the Services (i.e., perform audits, track control measures, communicate status to management, drive corrective action, etc.); and
(4) Provide to Commonwealth a summary of audit activity performed, associated significant findings, status of follow-up activity, summary of control incidents (i.e., frauds, conflict of interest situations, etc.) and related corrective action, every six (6) months.
(b) As part of the Services and included in the Fees, Contractor shall:

(1) Implement and maintain independently audited quality certification (ISO 27001, ISO 9001 and ISO/IEC 20000 accreditation) and provide copies of its certification under such program and also any relevant audit or report documentation whenever so requested by the Commonwealth.
(2) Maintain valid security certifications including CISSP (Certified Information Systems Security Professional) or Comp TIA-Security+ or CASP and provide copies of its certification under such program and also any relevant documentation whenever so requested by the Commonwealth.

(3) Maintain compliance with Federal and State mandated policies including CJIS (Criminal Justice Information Services) and CHRIA (Criminal History Record Information Act) and provide copies of any relevant documentation whenever so requested by the Commonwealth.

(4) Undertake at least annually, and shall cause to be undertaken by Contractor’s material subcontractors, a SSAE 16 Type II audit that covers the common controls for any Contractor sites where Contractor performs work for the Commonwealth; provide the reports from such audits to the Commonwealth; and perform these SSAE 16 Type II audits at such time(s) that shall mean the audit report is recent enough for Commonwealth to rely upon it in meeting its reporting obligations.
12. SERVICE LOCATIONStc  \l 1 "ARTICLE 8.  SERVICES LOCATIONS"
(a) Services Locationstc  \l 2 "8.01  Services Locations".  The Services shall be provided from and to the Service Locations as detailed in Schedule E (Datacenter Locations).   Contractor shall not (1) provide the Services from a location other than a Service Location or (2) use the Commonwealth Enterprise Data Center to provide services to a third party without Commonwealth's consent.  Authorized representatives of Commonwealth, Commonwealth agents and agents of the Federal government shall be permitted access to any Services Location, subject to the terms of Section 12(d).

(b) Location of Performance.  Except where Contractor obtains the Commonwealth’s prior written approval, Contractor shall perform all of the Services only from or at locations within the geographic boundaries of the continental United States. Any Commonwealth approval for the performance of Services outside of the continental United States shall be limited to the specific instance and scope of such written approval, including the types of Services and locations involved. 
(c) Right to Audit and Inspect: 
(1) The Contractor shall permit the Commonwealth (or a third-party provider selected by the Commonwealth) to perform an onsite inspection of the Contractor’s Service Locations, infrastructure and security practices as reasonably requested by the Commonwealth, but no more than once per month. 

(2) The Commonwealth shall have the right to request third-party audits and/or certifications related to each Serve Location’s infrastructure and security, including penetration testing and vulnerability assessments. Any reports produced from these audits and certifications will be provided to the Commonwealth for review at no cost. 

(3) The Contractor shall provide the Commonwealth infrastructure and security specifications in written format for each Service Location as requested and at no cost to the Commonwealth. 

(4) The Contractor shall provide the Commonwealth access to the performance records of the Contractor, as well as access to daily and weekly service quality statistics as requested and at no cost to the Commonwealth. 
(d) Security Procedurestc  \l 2 "8.02  Security Procedures"
(1) As part of the Services, Contractor shall maintain and enforce environmental and physical security standards and procedures at each of the Contractor Services Locations and shall comply with environmental and physical security procedures as described in Schedule F (COPA Datacenter Statement of Work) and pursuant to the physical security and environmental chapters of the Commonwealth Computing Procedures Manual, which compliance will be confirmed by Contractor’s SSAE 16 Type II audit report which will be delivered to the Commonwealth.  If the Commonwealth requests any changes to environmental and security standards after the Effective Date and such changes would subject Contractor to material additional costs, those changes will be addressed through the Change Control Procedures.  In addition, each Contractor Services Location must meet a minimum of Class C2 controlled access protection as defined in the Federal Department of Defense Trusted Computer System Evaluation (DOD 5200.28-STD).  
(2) Each Commonwealth Agency's specific security requirements must be satisfied prior to the migration of its data or processing activities to any Contractor Services Location, including any facilities to be used to support Disaster Recovery.  Contractor shall maintain a log recording all entry to any Contractor Services Location, which log shall at all times be subject to Commonwealth review and audit.  All of Contractor's security procedures required under this Contract shall be subject to periodic review by Commonwealth, any Commonwealth Agency or any agency of the United States federal government directly or indirectly having any dealings with any Commonwealth Agency.  
(3) Contractor, as part of the Services, shall address any concerns any such reviewing entity may have regarding those security procedures and, if Commonwealth is not the reviewing entity, shall promptly inform Commonwealth of the expressed concerns and its plans to address the same.  Contractor acknowledges that, because Commonwealth is a governmental entity, Commonwealth is subject to various federal and state statutory and regulatory confidentiality and security requirements, all of which will be binding upon Contractor during the Term. This Contract and the business relationship between Commonwealth and Contractor will be subject to review and approval by impacted Commonwealth Agencies and impacted federal agencies and other entities.  At a minimum, Contractor will be required to comply with the Privacy Act of 1974, as amended (42 U.S.C.A.  2000aa et seq.), the Drivers Privacy Protection Act, as amended (18 U.S.C.A.  2721 et seq.), the Tax Information Security Guidelines promulgated by the Internal Revenue Service; and various confidentiality regulations promulgated by the U.S. Department of Health and Human Services, all as though Contractor were a governmental entity.  Contractor will also be required to comply with the Health Insurance Portability and Accountability Act of 1996, Pub.L. 104-191 (HIPAA) and the regulations promulgated related thereto (45 C.F.R. 160.101, et seq.) as a Business Associate as that term is defined by HIPAA according to the Business Associate Contract included as Appendix A (which Contract shall apply to covered portions of the Commonwealth as a hybrid entity as agencies direct, and which Contract shall govern only insofar as no other more stringent law otherwise applies to that data, and only insofar as the Contract does not conflict with more stringent provisions of this Amendment, where “more stringent” is defined as in 45 C.F.R. 160.202).  If and only to the extent specifically required in writing by a federal agency, in order for Contractor to be granted operational access to Commonwealth Data in connection with its performance of the Services, Contractor may be appointed as an agent of Commonwealth for the limited purpose of having operational access to certain Commonwealth Data not as a contractor of Commonwealth, but as an agent of Commonwealth having an agent's fiduciary obligations to Commonwealth as its principal.  Contractor shall deliver to Commonwealth written notice of any breach of such security standards and procedures of which Contractor then has knowledge, which notice shall be delivered as promptly as is reasonable under the circumstances.  Any breach by Contractor of such security standards or procedures under this Section 12(d) shall be subject to the provisions of Section 30 (Default).  As more fully set forth in Section 59 (Independent Capacity of Contractor), parties to this Contract agree that the Services performed by the Contractor under the terms of this Contract are performed as an independent contractor.
13. CONDITIONS OF CONTRACTOR’S OCCUPANCY OF COMMONWEALTH-PROVIDED REAL PROPERTY
(a) General

(1) The Contractor shall use and occupy the property provided by the Commonwealth (the “Enterprise Data Center”) continuously as a data processing center and for related administrative uses.  No other use shall be permitted. A summary of the Enterprise Data Center is attached to the RFP and incorporated herein as Exhibit D.7 (EDC Summary and Requirements).
(2) The Contractor shall have the sole responsibility to comply with all federal, state, and municipal laws, ordinances and regulations in its use and occupancy of the property.

(3) The Contractor agrees to accept the property in an “as-is” condition.  The Contractor agrees that the Commonwealth extends no warranty of any kind, express or implied, in regard to the property provided to the Contractor for its use.
(4) The Commonwealth is immune from the payment of real estate taxes.  If any relevant taxing authority deems the use of the property by the Contractor to cause the property to become taxable, the Contractor shall have sole responsibility for the timely payment of any tax levied.  Payment of such taxes may be temporarily withheld if Contractor is, in good faith, contesting the assessment or tax in a court of competent jurisdiction.
(5) The Contractor agrees that this Contract does not grant or otherwise convey any legal interest in the real property to the Contractor.

(b) Upkeep and Improvements

(1) The Contractor, at its sole cost and expense, is responsible for all maintenance, security and upkeep of the property under its control.  The Contractor agrees to keep the property in substantially the same condition as it was upon the Effective Date of the Contract.

(2) Except for minor, non-structural alterations costing less than $10,000, any and all Contractor alterations and additions to the Property shall be performed in accordance with plans and specifications prepared by a Pennsylvania-licensed architect and/or engineer.  The Contractor shall submit plans and specifications to the Office of Administration and the Department of General Services concurrently for approval prior to initiation of construction.  Any and all alterations to the Property shall be performed in a good and workmanlike manner, in conformity with all laws, rules, ordinances and other requirements of all governmental entities having jurisdiction.  The Department of General Services and the Office of Administration reserve the right to specify standards that must be maintained for any alterations and additions to the Property.

(3) The Contractor is solely responsible for all costs and expenses associated with any Contractor alterations or additions.

(4) The Contractor shall fully comply with Pennsylvania law governing contracting for construction, alteration or repair of a public building, including but not limited to the Prevailing Wage Act, Steel Products Procurement Act, and the Uniform Construction Code.

(5) To the fullest extent permitted by law, all Contractor contracts for alterations and additions must include a “No-Lien” clause requiring that the Property be kept free from mechanics’ or materialmens’ liens and that the parties must file the necessary documentation in the appropriate public offices to effectuate waivers of contractors’, mechanics’ and materialmens’ liens.

(6) Any and all alterations and additions made to the property by either the Contractor or the Commonwealth shall become part of the real estate and become the property of the Commonwealth.

(c) Utilities

Contractor shall have installed, at its sole cost, separate electric meters and distribution panels to support the raised floor compute space.  The Contractor will be responsible to timely reimburse the Commonwealth for electricity consumed in the raised floor compute space.

(d) Reserve Account

Contractor shall establish a capital improvement fund (“Reserve Account”) into which Contractor shall deposit monthly ($84,000) dollars.  The Reserve Account shall be cumulative, intended for capital improvements or major repairs to the Enterprise Data Center and disbursements from which shall be made only upon mutual agreement of the Commonwealth and the Contractor.  Any remaining sums in the Reserve Account at termination of this Agreement shall be paid or credited to the Commonwealth.  In the event that at any time during the term of this Contract sums in the Reserve Account are insufficient to cover the cost of an agreed-to capital improvement or major repair, Contractor shall be reimbursed by the Commonwealth in an amount equal to such insufficiency.  Contractor shall provide the Commonwealth at least semi-annually a report of all activity in the Reserve Account.
(e) Termination Assistance

Contractor shall vacate the Enterprise Data Center and return to the Commonwealth, if not previously returned, any resources that are implicated by the relevant Assistance Event, as described in Section 33 (Termination Assistance), and that are owned, leased or licensed by the Commonwealth or any Commonwealth Contractor, including the Commonwealth owned or leased Equipment, the Commonwealth Owned Materials and the Commonwealth licensed Materials, in condition at least as good as the condition of such facilities and resources when they were made available to Contractor, ordinary wear and tear excepted. Such facilities and resources shall be vacated and/or returned as of the later of the effective date of the relevant Assistance Event and the completion of the Termination Assistance requiring such facilities or resources. 

14. TRANSITION

(a) Transition. Contractor shall perform the Transition Services, including provision of the deliverables described in the Detailed Transition Plan. Contractor shall accomplish the Transition in a transparent, seamless, orderly, and uninterrupted manner. Contractor’s responsibilities with respect to the transition include:

(1) Transfer of the Services to Contractor and subsequent transition of the Services to realize any planned cost reductions and Service performance improvements in accordance with the Transition Plans agreed to by Commonwealth and including a number of Transition Milestones;

(2) Performing the transition without disruption to Commonwealth’s operations;

(3) Assuming responsibility for all costs associated with the transition; and

(4) Otherwise performing such transition and migration tasks as are necessary to enable Contractor to provide the Services in accordance with the terms of the Contract, including the applicable Service Levels.

(b) Transition Plan. The preliminary Transition Plan is attached to this Contract as part of Contractor’s Proposal. Contractor shall complete, and submit to Commonwealth for review a final Detailed Transition Plan on or before the date set forth in Schedule D (Transition Milestones). If a Detailed Transition Plan submitted by Contractor is not acceptable to Commonwealth, Contractor will address and resolve any questions or concerns Commonwealth may have and will promptly incorporate any modifications, additions or deletions requested by Commonwealth. Contractor will revise and resubmit the Detailed Transition Plan until accepted by Commonwealth. Upon Commonwealth's acceptance, the Detailed Transition Plan shall automatically be incorporated into this Contract as Schedule M (Detailed Transition Plan) and shall supersede and replace all prior Transition Plans. The Detailed Transition Plan shall detail the specific activities to be performed by each Party, and, unless otherwise requested by Contractor and agreed to by Commonwealth in its sole discretion, shall be consistent in all material respects with any preliminary Transition Plan, including with respect to the activities, deliverables, Transition Milestones, and Transition Milestone Credits described therein. The Detailed Transition Plan may thereafter be amended as mutually agreed by the Parties. 

The Parties recognize and agree that time is of the essence for a successful Transition and have designated certain actions and projects in the Detailed Transition Plan as Transition Milestones (“Transition Milestones”). Contractor shall achieve all such Transition Milestone by the date corresponding thereto in Schedule D (Transition Milestones). Without limiting the foregoing, the Detailed Transition Plan shall specify, among other things, 
(i) the deliverables to be completed by Contractor, 
(ii) the date(s) by which each such activity or deliverable is to be completed (the "Transition Milestones"), 
(iii) a process and set of standards to which Contractor shall adhere in the performance of the Transition Services and that shall enable Commonwealth to determine whether Contractor has successfully completed the transition and the activities and deliverables associated with each Transition Milestone, 
(iv) any transition responsibilities to be performed or transition resources to be provided by Commonwealth and/or Commonwealth Customers, 
(v) any transition responsibilities to be performed or transition resources to be provided by another Commonwealth Contractor, and 
(vi) a detailed description of the processes and procedures that Contractor will implement (and associated implementation schedules) to effect the seamless integration and coordination of the Services with related services to be provided by other Commonwealth Contractors.

The Detailed Transition Plan shall identify any related documents contemplated by this Contract and/or required to effectuate the transition that shall be executed by either of the Parties. 
(c) Performance. Contractor shall perform the Transition Services in accordance with the timetable and the Transition Milestones set forth in the Transition Detailed Plan. Contractor shall assist Commonwealth in connection with Commonwealth's evaluation or testing of the deliverables set forth in the Detailed Transition Plan. Except as otherwise expressly stipulated in the Detailed Transition Plan, Contractor shall perform the Transition Services in a manner that shall not (i) disrupt or have an unnecessary adverse impact on the activities or operations of Commonwealth or the Commonwealth Customers, (ii) degrade the Services then being received by Commonwealth or the Commonwealth Customers or (iii) disrupt or interfere with the ability of Commonwealth or the Commonwealth Customers to obtain the full benefit of the Services.  In Contractor’s performance and completion of Transition Services, no functionality of Commonwealth’s then current business operations or environment will be discontinued until Contractor demonstrates to Commonwealth’s reasonable satisfaction that the affected processes and operations have been successfully migrated to Contractor’s target environment and are functioning properly in that environment.

Without limiting its obligations or responsibilities, prior to undertaking any transition activity, Contractor shall discuss with Commonwealth and the relevant Commonwealth Customers all known Commonwealth and Commonwealth Customer-specific material risks and shall not proceed with such activity until Commonwealth is reasonably satisfied with the plans with regard to such risks (provided that, neither Contractor's disclosure of any such risks to Commonwealth, nor Commonwealth’s acquiescence in Contractor's plans, shall operate or be construed as limiting Contractor's responsibility under this Contract). Contractor will, at Commonwealth’s request, participate in transition meetings with other Commonwealth Contractors. Commonwealth reserves the right to monitor, test and otherwise observe and participate in transition.  Contractor will notify Commonwealth without delay if any Commonwealth monitoring, testing or participation has caused (or Contractor expects it to cause) a problem or delay in transition and work with Commonwealth to prevent or circumvent the problem or delay.

(d) Reports. Beginning on the Effective Date, Contractor shall meet at least weekly with the Commonwealth to report on Contractor's progress in performing its responsibilities and meeting the timetable and Transition Milestones set forth in the Detailed Transition Plan. Contractor also shall provide written reports to Commonwealth at least weekly regarding such matters, and shall provide oral reports more frequently if requested by Commonwealth. Promptly upon receiving any information indicating that Contractor may not perform its responsibilities or meet the timetable or Transition Milestones set forth in the Detailed Transition Plan, Contractor shall notify Commonwealth of such delays and shall identify for Commonwealth’s consideration and approval specific measures to address such delays and mitigate the risks associated therewith. 

(e) Notification of Problems. Contractor shall provide to Commonwealth written notice of any acts or omissions (whether by Commonwealth, a Commonwealth Contractor, subcontractor or any third party), any failure to perform any of each such party's obligations under the Contract and any other events that may affect Contractor's performance of the Transition Services. Contractor shall provide such written notice within thirty (30) days after Contractor first knew or should have known of such acts, omissions, or failures or other events. Such written notice shall describe in reasonable detail such acts, omissions, failures or other events and the manner in which the foregoing may affect Contractor's performance. 

(f) Corrective Action Plan. In the event that either (1) the Commonwealth determines that Contractor has failed or is reasonably likely to fail to deliver the Transition Services, or (2) Contractor has determined that it has failed or is reasonably likely to fail to deliver the Transition Services, then Commonwealth or Contractor, as applicable, will notify the other Party of such failure (a "Transition CAP Notice"). Concurrently with such notice, Contractor will:

(i) immediately take steps to mitigate any harmful effects of such failure, and

(ii) (promptly (and in any event as soon as reasonably practical) perform a Root Cause Analysis and prepare a Corrective Action Plan with respect to such failure, and 
(iii) take all actions necessary to prevent its recurrence, including, without limitation, providing all additional resources necessary to resolve such failure. 
If in Commonwealth’s sole discretion any such Corrective Action Plan is not adequately addressing the failure, Contractor shall revise the Corrective Action Plan until it is accepted by the Commonwealth.  In the event that Contractor is unable to complete the Transition Services on or before the dates specified in the Detailed Transition Plan (a "Transition Failure Event"), then Contractor will meet with Commonwealth to develop a workaround plan to address the Transition Failure Event, which plan may include, at Commonwealth’s option, obtaining the services to workaround the Transition Failure Event from another Commonwealth contractor and/or the incumbent contractor. If the Commonwealth elects to obtain such services from another contractor and/or the incumbent contractor, the Commonwealth will equitably adjust the Fees to reflect the reduction in Services being provided by Contractor. 

(g) Failure to Meet Transition Milestones. Neither the Transition Services nor the activities and deliverables associated with individual Transition Milestones shall be deemed complete until Commonwealth’s acceptance of such activities and deliverables.  If Contractor fails to meet a Transition Milestone, Contractor shall pay Commonwealth the applicable Milestone Credits specified in Schedule D (Transition Milestones) or the Detailed Transition Plan that are associated with such Transition Services. 
(h) Additional Remedies. In the event that Contractor fails to identify and resolve any problems that may impede or delay the timely completion of each task in the Detailed Transition Plan, without prejudice to Commonwealth’s other rights and remedies under the Contract or at law or equity, (i) Contractor will provide, at its sole cost and expense, all such additional resources as are necessary to identify and resolve any problems that may impede or delay the timely completion of each task in the Detailed Transition Plan, and (ii) Commonwealth may equitably reduce the Fees set forth in Schedule I (Offeror Pricing Forms) in an amount reasonably estimated by Commonwealth to account for the Services that Commonwealth is not receiving or did not receive. 

(i) Suspension or Delay of Transition Services. Commonwealth reserves the right, in its sole discretion, to suspend or delay the performance of the Transition Services and/or the transition of all or any part of the Services. If Commonwealth elects to exercise this right and Commonwealth’s decision is based in material part on concerns about Contractor's ability to perform material aspects of the Transition Services or Contractor's failure to perform its obligations under this Contract, the Commonwealth shall not incur any additional Fees or reimbursable expenses in connection with such decision, provided that Commonwealth shall work in good faith with Contractor to minimize the period of any such suspension or delay. 

15. DISASTER RECOVERY AND BUSINESS CONTINUITY

(a) Disaster Recovery Plan.

(1) Jointly with the Commonwealth, Contractor shall at least annually review and update the disaster recovery plan, it being understood and agreed that the parties will work together and cooperate in good faith on any such review or updated of the disaster recovery plans.  
(2) With the Commonwealth’s support as specified in the disaster recovery plan, Contractor shall every six (6) months test the operability of the disaster recovery plan then in effect.  
(i) Within fifteen (15) business days of completion of a disaster recovery test, Contractor will certify to Commonwealth that the disaster recovery plan was fully, timely and successfully implemented, or, if the disaster recovery plan was not fully, timely and successfully implemented, report all deficiencies (including root cause analysis) and corrective actions, and certify that such corrective actions addressed all deficiencies; and 
(ii) Annually and at additional times at the request of Commonwealth, Contractor will certify to Commonwealth that that any applicable third-party business recovery center agreement remains in full force and effect without any default, including payment, thereunder by any party thereto, and that Commonwealth is entitled, pursuant to the terms of the business recovery center agreement, to assume that agreement upon the expiration or termination of this Contract.   
(b) Disaster Recovery Event.

(1) As part of the Services, Contractor shall have responsibility for executing the disaster recovery plan relating to the Services as described in Schedule F (COPA Datacenter Statement of Work).  Contractor shall immediately provide Commonwealth with notice of the occurrence of any disaster affecting the provision or receipt of all or any material portion of the Services and implement the disaster recovery plan then in effect.  Contractor agrees to utilize the disaster recovery planning methodology software then utilized by Commonwealth in connection with activities contemplated under this Section 15 (Disaster Recovery and Business Continuity).  

(2) Contractor shall reinstitute the Services as promptly as possible but in any event within subscribed restitution hours, as set forth in the disaster recovery plan then in effect, after the occurrence of a disaster.  If the Services are not fully reinstituted within the subscribed restitution hours the Commonwealth shall have the right to terminate this Contract for critical failure pursuant to the provisions of Section 32(c), and Contractor shall, prior to or at the expiration of the applicable restitution period, deliver to Commonwealth a written report detailing the cause of the disaster, Contractor's plans to reinstitute the Services and its anticipated schedule to do so.  Thereafter, Contractor and Commonwealth shall develop a plan to reinstitute the Services as promptly as is possible under the circumstances, with Contractor making such reinstitution its highest priority.  Contractor shall prepare and deliver to Commonwealth updated reports such that Commonwealth shall at all times be fully informed as to the status of Contractor's efforts and anticipated schedule to reinstitute the Services.  In the event that any Contractor Machines are required to be replaced as a result of the disaster, Contractor shall replace such Contractor Machines with current or Improved Technology to the extent then available and compatible with the associated application(s).  Any Contractor obligations to implement a disaster recovery plan set forth in this paragraph can be triggered by a notice of disaster provided to Contractor by Commonwealth.

16. PRIME Contractor RESPONSIBILITIES

The Contractor will be responsible for all Services in this Contract whether or not Contractor provides them directly.  Further, the Contractor is the sole point of contact with regard to all contractual matters, including payment of any and all charges resulting from the Contract.

17. KEY POSITIONS/CONTRACTOR PERSONNEL
tc  \l 1 "ARTICLE 12.  PROJECT TEAM"
(a) Contractor Project Manager and Transition Project Managertc  \l 2 "12.01  Vendor Project Manager".  
(1) Upon the Effective Date, the Contractor shall appoint the Contractor Project Manager identified in its proposal, who on a full-time basis shall be in charge of implementing the Services. Contractor shall replace the Contractor Project Manager only when required or permitted pursuant to Section 17(c).  The Contractor Project Manager shall at all times be subject to Commonwealth's continuing approval.  
(2) Upon the Effective Date he Contractor shall appoint the Transition Project Manager identified in its proposal, who will have the responsibilities set forth in Schedule F (COPA Datacenter Statement of Work).  Contractor shall replace the Transition Project Manager only when required or permitted pursuant to Section 17(c).  The Contractor Project Manager shall at all times be subject to Commonwealth's continuing approval.
(b) PRIVATE Key Positionstc  \l 2 "12.03  Key Positions".  The positions identified in Schedule G (Staffing Plan and Key Positions), are designated by Commonwealth and Contractor as key positions within the Contractor’s Personnel.  All of the Key Employees shall be dedicated to the Commonwealth account on a full‑time basis.  The Commonwealth Project Manager and the Contractor Project Manager shall meet once every Contract Year thereafter or upon the request of either the Commonwealth Project Manager or the Contractor Project Manager to update the list of the Key Employees.  Each Key Employee shall at all times be subject to Commonwealth's continuing approval.  Except for a replacement or reassignment of a Key Employee pursuant to Section 17(c), Contractor shall not reassign or replace any Key Employee. As more fully set forth in Section 59 (Independent Capacity of Contractor), parties to this Contract agree that the Services performed by the Contractor under the terms of this Contract are performed as an independent contractor.
(c) PRIVATE Reassignment Waiverstc  \l 2 "12.04  Reassignment Waivers".  Contractor shall not reassign or replace the Contractor Project Manager or any Contractor Services Location Manager during the first eighteen (18) months of his or her assignment as the Contractor Project Manager or a Contractor Services Location Manager unless Commonwealth consents to such reassignment or replacement or unless the individual (1) voluntarily resigns from Contractor, (2) is dismissed by Contractor for cause, or (3) is unable to work due to his or her death or disability.  In addition, Contractor shall, in connection with its assignment of other Key Employees, use commercially reasonable efforts to assure the greatest degree of continuity possible among such Key Employees.  If, in any instance, Commonwealth withholds or withdraws its approval of any employee or representative of Contractor for the performance of the Services, including without limitation, the Contractor Project Manager, any Contractor Services Location Manager or any other Key Employee, Contractor promptly shall reassign and replace such employee or representative.

(d) PRIVATE Subcontractorstc  \l 2 "12.06  Subcontractors".   The Contractor may subcontract any portion of the Services described in this Contract to third parties selected by Contractor and approved in writing by the Commonwealth, which approval will not be unreasonably withheld.  Approved Subcontractors will be listed on Schedule L (Approved Subcontractors).  Notwithstanding the above, if Contractor has disclosed the identity of Subcontractor(s) together with the scope of work to be subcontracted in the Contractor’s Proposal, award of the Contract is deemed approval of all named Subcontractors for the specified scope of work and a separate approval is not required.  The existence of any subcontract shall not change the obligations of Contractor to the Commonwealth under this Contract.  Upon written request of the Commonwealth, the Contractor shall promptly provide the Commonwealth with a copy of any specified subcontract agreement between the Contractor and the subcontractor.  If Commonwealth reasonably determines that a subcontractor should no longer be retained by Contractor due to material performance deficiencies arising from the subcontractor’s performance, the Commonwealth reserves the right, for good cause, to require that the Contractor remove a subcontractor from the project.  As more fully set forth in Section 59 (Independent Capacity of Contractor), parties to this Contract agree that the Services performed by the Contractor under the terms of this Contract are performed as an independent contractor.
(e) PRIVATE Managerial Controltc  \l 2 "12.07  Managerial Control".  Subject to the other provisions of this Contract, including without limitation, provisions regarding security procedures and government security clearance and the other provisions of this Section 17 (Key Positions/Contractor Personnel) Contractor shall have complete managerial control over its employees, and Contractor may dismiss, promote, replace or reassign a member of the Contractor Personnel; provided, however, that unless otherwise agreed to by Commonwealth, Contractor shall deliver a notice to Commonwealth before or immediately after dismissing any member of the Contractor’s Personnel.  In addition, Contractor shall deliver to Commonwealth written notice of any criminal activities undertaken by, or alleged to have been undertaken by, any member of the Contractor Personnel and of which Contractor then has knowledge, which notice shall be delivered as promptly as is reasonable under the circumstances, and Contractor will cooperate fully with any investigation undertaken by or through Commonwealth in respect of such actual or alleged criminal activities.

(f) PRIVATE Conduct of Contractor Personneltc  \l 2 "12.08  Conduct of Vendor Personnel".  While at the Commonwealth Services Locations and the Contractor Services locations, Contractor's personnel, subcontractors and agents (1) shall comply with all lawful requests, rules and regulations of Commonwealth regarding personal and professional conduct (including the wearing of a particular uniform, identification badge or personal protective equipment and adhering to security regulations and general safety practices or procedures) and (2) otherwise shall conduct themselves in a businesslike manner.  

(g) PRIVATE Unsatisfactory Conducttc  \l 2 "12.09  Unsatisfactory Conduct".  If the Commonwealth determines in its sole discretion that a particular Contractor employee or subcontractor is not conducting himself or herself in an appropriate manner, Commonwealth may provide Contractor with notice of such conduct. Upon receipt of such notice, Contractor shall promptly investigate the matter and take appropriate action, which may include (1) removing the offending individual from the project and replacing him or her with a similarly qualified individual or (2) taking other appropriate disciplinary action to prevent a reoccurrence.  In the event there are repeat violations of this Section 17(g) by a particular Contractor employee, contractor or subcontractor, Contractor shall promptly remove him or her from the project as set forth above.

(h) Confidentiality.  Contractor shall: 

(1) Cause each Contractor Personnel to maintain and enforce the confidentiality provisions of the Contract both during and after their assignment to the Commonwealth account; and 

(2) Enter into, or shall have entered into, an agreement with each Contractor Personnel member which assigns, transfers and conveys to Contractor all of such employee’s right, title and interest in and to any materials created pursuant to the Contract, including all rights of patent, copyright, trade secret or other proprietary rights in and to such materials.
18. THIRD PARTY SERVICEStc  \l 1 "ARTICLE 11.  THIRD PARTY SERVICES" 

(a) Commonwealth shall have the right, in its sole discretion, to contract with any number of third parties to perform Services which would otherwise fall within the terms of this Contract.  In the event Commonwealth contracts with a third party to perform any service on behalf of or for Commonwealth, Contractor, as part of the Services, shall cooperate with Commonwealth and such third party to the extent reasonably required by Commonwealth, including provision of (i) existing written requirements, standards and policies for systems operations so that the enhancements or developments of such third party may be operated by, and will be compatible with the operations of, Contractor, (ii) assistance and support services to such third party, and (iii) such access to the Systems as may be reasonably required by such third party (subject to all security standards, licenses, confidentiality restrictions and other standards and procedures then in effect at each of the Services Locations) to develop, test and deploy the service contracted for by Commonwealth.  In addition thereto, Contractor shall not commit or permit any act which will unduly interfere with the performance of work by Commonwealth employees or any such third party, and Commonwealth will not commit or permit any act which will interfere with Contractor's performance of the Services.  All additional out-of-scope support costs, excluding attorney fees, incurred by Contractor as a result of a Commonwealth contract with a third party will be handled in accordance with the Change Control Procedures.

(b) Throughout the Term, but not more than once every six months, Commonwealth may request that Contractor work together with Commonwealth and/or third parties to identify ways to achieve reductions in the cost of Service delivery and corresponding reductions in the price(s) quoted in the Contract.  If so requested by Commonwealth, Contractor will, at its own  expense, promptly prepare a detailed proposal identifying all viable means of achieving the desired reductions without (to the extent practically possible) adversely impacting business objectives or requirements identified by Commonwealth.  Commonwealth shall not be obligated to accept or implement any such proposal.
19. COMPENSATION

In consideration of Contractor providing the Services, subject to the terms of this Contract, Commonwealth shall pay to Contractor the Fees as set out at Schedule I (Offeror Pricing Forms).  All items shall be performed within the time period(s) specified in the Contract.  The Contractor shall be compensated only for items supplied and performed to the satisfaction of the Commonwealth.  

20. FEES

(a) Service Feestc  \l 2 "21.01  Designated Fees".  In consideration of Contractor providing the Services, subject to the terms of this Contract, Commonwealth shall pay to Contractor the Fees pursuant to Schedule I (Offeror Pricing Forms).
(b) Cost of Living Adjustment. tc  \l 2 "21.05  Cost of Living Adjustment. "  The Fees shall not be subject to any cost of living or inflationary adjustment or any other adjustment based on Contractor's costs to provide the Services. 

(c) Expensestc  \l 2 "21.06  Expenses".   Except as expressly provided otherwise in this Contract, expenses of Contractor relating to the Services are included in the Fees, and no such expenses or other costs or fees shall be reimbursed by Commonwealth unless agreed to by Commonwealth in writing.  The Contractor shall not be allowed or paid travel or per diem expenses unless agreed to by Commonwealth in writing.
(d) PRIVATE Pro-rationtc  \l 2 "21.08  Proration".  All periodic Fees or charges under this Contract are to be computed on a calendar month basis and shall be prorated on a per diem basis for any partial month.

(e) Unused Creditstc  \l 2 "21.09  Unused Credits".  Any unused credits against future payments owed to either party by the other pursuant to this Contract shall be paid to the applicable party within forty-five (45) days after the expiration or termination for any reason of Contractor's obligation to provide the Services or of this Contract.  This Section 20(e) shall survive the expiration or any termination of this Contract.

PRIVATE 

tc  \l 2 ""
(f) Pricing Protectiontc  \l 2 "21.10  Pricing Protection".  Notwithstanding anything to the contrary elsewhere in this Contract, the Fees shall in no event and at no time during the Term exceed Contractor's then lowest charges for such services to Contractor's state governmental customers generally receiving comparable goods and services at comparable volumes and upon material terms and conditions comparable to those contained in this Contract and pursuant to an outsourcing agreement dated after the Effective Date.  Upon Commonwealth's request from time to time, and in any event on each anniversary of the Effective Date, Contractor shall advise Commonwealth in writing that this Section 20(f)has not been contradicted by any transaction entered into by Contractor on or after the Effective Date.  If Contractor is unable to provide such written notice because of a transaction entered into by Contractor contradicting this Section 20(f), Contractor shall offer to Commonwealth an adjustment to the Fees to correct such contradiction. 

21. PAYMENT SCHEDULE AND INVOICEStc  \l 1 "ARTICLE 22.  PAYMENT SCHEDULE AND INVOICES"
(a) Service Feestc  \l 2 "22.01  Designated Fees".  On or before the 15th day of each calendar month of the Term, Contractor shall provide Commonwealth with a single invoice for the Service Fees.  Each such invoice shall include the Fees, if applicable, for the then current month, as well as any Service Level Credits then payable by Contractor or refundable by Commonwealth, or other reimbursable charges to Commonwealth for Services actually rendered prior to the date of such invoice. 

(b) Detailed Invoicestc  \l 2 "22.02  Detailed Invoices".  Contractor shall provide on the monthly invoices varying degrees of detail (e.g., per agency, end‑user, department, project, site) as specified in Schedule H (Commonwealth Computing Procedures Manual).  The Detailed Invoice will be delivered both in an electronic format compatible with the Commonwealth’s Invoice Processing System and a summary Invoice will be delivered for Management and Budgeting Purposes.

(c) PRIVATE Time of Paymenttc  \l 2 "22.03  Time of Payment".  Any sum due Contractor pursuant to any such invoice shall be due and payable on the last business day of the calendar month following the calendar month during which such invoice was delivered to Commonwealth.  (e.g., an invoice delivered to Commonwealth on July 15, 2015 will be due and payable on August 31, 2015, the last business day of August, 2015.)  In the event any invoices remain unpaid after such due date, the Commonwealth may pay interest as determined by the Secretary of Budget in accordance with Act No. 266 of 1982 and regulations promulgated pursuant thereto.  Contractor shall continue to provide the Services even in the event payment is delayed or is not made in timely fashion.
(d) PRIVATE Fee Disputetc  \l 2 "22.04  Fee Dispute".  During the pendency of a dispute between Commonwealth and Contractor pursuant to which Commonwealth, in good faith, believes it is entitled to withhold, and does withhold, payment, Contractor shall continue to fully provide the Services and otherwise fully perform its obligations under this Contract.  

22. INSPECTION AND ACCEPTANCE

(a) Acceptance of Services related to transition will occur in accordance with the Acceptance Criteria set out in Schedule D (Transition Milestones) and the Detailed Transition Plan.  

(b) Acceptance of Services other than those related to transition will occur in accordance with the Commonwealth Computing Procedures Manual.

(c) If the Services are in compliance with the specifications, then the Commonwealth shall provide the Contractor with Commonwealth’s written conditional acceptance of the Services.  If the Services are not in compliance with the specifications, then the Commonwealth shall provide the Contractor with Commonwealth’s written rejection of the Service.  Payment will only be made if the Commonwealth has accepted the Service through written acceptance.
(d) If the Services do not meet an accessibility standard as set out in ITB- ACC001, the Contractor must provide written justification for its failure to meet the standard.  The justification must provide specific details as to why the standard has not been met.  The Commonwealth may either waive the requirement as not applicable to the Commonwealth’s business requirements or require that the Contractor provide an acceptable alternative.  Any Commonwealth waiver of the requirement must be in writing.

(e) Unless otherwise set forth in the Commonwealth Computing Procedures Manual (Schedule H), upon the Contractor’s receipt of the Commonwealth’s written notice of rejection, which must identify the reasons for the failure of the Services to comply with the Contract, the Contractor shall have fifteen (15) business days, or such other time as the Commonwealth and Contractor may agree is reasonable, within which to correct all such failures, and resubmit the corrected Services, certifying to the Commonwealth, in writing, that the failures have been corrected, and that the Services have been brought into compliance with the Contract.  Upon receipt of such corrected and resubmitted Service and certification, the Commonwealth shall have thirty (30) business days to test the corrected Service to confirm that it is in compliance with the Contract.  If the corrected Service is in compliance with the Contract, then the Commonwealth shall provide the Contractor with Commonwealth’s acceptance of the Service.

(f) If, in the opinion of the Commonwealth, the corrected Service still contains material failures, the Commonwealth may either:

(1) Repeat the procedure set forth above; or

(2) Terminate the Contract in accordance with Section 32 (Termination).

23. SERVICE LEVELS
(a) The Contractor shall comply with the procedures and requirements of Schedule J.1 (Service Level Management), Schedule J.2 (Datacenter Service Level Matrix), and Schedule J.3 (Datacenter SLA Definitions) during the term of the Contract.
(b) All Services without expressly defined Service Levels must be performed at least to the same degree of accuracy, completeness, efficiency, quality and timeliness as is provided by well-managed suppliers providing services similar to the Services, so long as such performance is operationally reasonable.  For where there are expressly defined Service Levels, or where performance can be reasonably reported, Contractor will measure and report its performance against these standards on at least a monthly basis, except as may otherwise be agreed between the Parties in respect of Services performed less frequently than monthly.
(c) The Commonwealth's acceptance of any Service Level Credit shall not bar or impair Commonwealth's rights and remedies in respect of the failure or root cause as set forth elsewhere in this Contract, including without limitation claims for  liquidated damages, injunctive relief and termination rights, provided however, Service level Credits paid would be credited against any such claim for damages.
(d) The Commonwealth's acceptance of any Service Level credit shall not bar or impair Commonwealth's rights and remedies in respect of the failure or root cause as set forth elsewhere in this Contract, including without limitation claims for damages, injunctive relief and termination rights, provided however, Service level credits paid would be credited against any such claim for damages.

24. LIQUIDATED DAMAGES

(a) By accepting this Contract, the Contractor agrees to the delivery requirements of this Contract.  If a Contract schedule is not met, including Transition Milestones set out in Transition Plan, the delay will interfere with the Commonwealth’s program.  In the event of any such delay, it would be impractical and extremely difficult to establish the actual damage for which the Contractor is the material cause.  The Commonwealth and the Contractor therefore agree that, in the event of any such delay the amount of damage shall be the amount set forth in this Section 24 and agree that the Contractor shall pay such amount as liquidated damages, not as a penalty.  

(b) The amount of liquidated damages for failure to meet Transition Milestones is set forth in Schedule D (Transition Milestones).

(c) If, Schedule D (Transition Milestones) indicates that Contractor may earn back liquidated damages, then Contractor shall have the time specified in Schedule D (Transition Milestones), as indicated, to meet the Acceptance Criteria for the Transition Milestone and earn back the Milestone Credit.  If Contractor fails to meet the Acceptance Criteria within 30 days following the Milestone Due Date or, if an earn back period is specified, then 30 days following the end of the specified earn back period, the Commonwealth, at no additional expense and at its option, may either:

(1) Immediately terminate the Contract and all software, documentation, reports, Developed Materials and any other materials provided for or created for the Commonwealth as a result of this Contract shall be given to the Commonwealth, and the Commonwealth shall be entitled to its remedies under Subsection 24(c); or

(2) Order the Contractor to continue with no decrease in effort until the work is completed in a manner acceptable to the Commonwealth or until the Commonwealth terminates the Contract.  If the Contract is continued, the liquidated damages will also continue until the work is completed.

(d) Liquidated damages shall be paid by the Contractor and collected by the Commonwealth by deducting them from the invoices submitted under this Contract or any other contract Contractor has with the Commonwealth, by collecting them through the performance security, if any, or by billing the Contractor as a separate item.

(e) To the extent that the delay is caused by the Commonwealth, as described in Schedule D (Transition Milestones), no liquidated damages will be applied.

(f) Contractor shall not be liable for liquidated damages if the delay to the Contract arises out of causes beyond the control of and without the fault or negligence of the Contractor and/or its subcontractors.  Such causes may include, but are not limited to, acts of God or of the public enemy, fires, floods, epidemics, quarantine restrictions, strikes, work stoppages, freight embargoes, acts of terrorism, and unusually severe weather; but in every case, the delay must be beyond the control of, and without the fault or negligence of, the Contractor and/or its subcontractors.  The Contractor shall notify the Commonwealth immediately in writing of its inability to perform because of a cause beyond the control of the Contractor.

(g) If the delays are caused by the default of a Subcontractor, and if such default arises out of causes beyond the control of both the Contractor and Subcontractor, and without their fault or negligence, the Contractor shall not be liable for liquidated damages for delays, unless the supplies or services to be furnished by the Subcontractor were obtainable from other sources in sufficient time to permit the Contractor to meet the required performance schedule.

25. CONTINUOUS IMPROVEMENT AND BENCHMARKING
(a) Benchmark Overviewtc  \l 2 "7.03  Benchmark Overview".  Prior to the expiration of the second anniversary of the Effective Date, Commonwealth and Contractor shall establish the details of the Benchmarking Process intended to ensure that Contractor provides Commonwealth with technology and Services Levels equal to or greater than other organizations receiving similar services.  The parties acknowledge and agree that the benchmarking process is intended to assist Commonwealth in making decisions necessary to balance the desire for then current technology against the cost and uncertain performance of newly evolving technology.

(b) Benchmarkertc  \l 2 "7.04  Benchmarker".  The Benchmark shall be conducted by a Benchmarker selected by the Commonwealth, subject to Contractor's approval thereof, in writing, such approval not to be unreasonably withheld, delayed or conditioned.  The fees and expenses charged by the Benchmarker shall be paid by Commonwealth.  Contractor shall at its expense cooperate with and assist the Benchmarker and any other third parties involved in the Benchmarking process, including meeting with Commonwealth and the Benchmarker before and throughout the Benchmarking Process and providing data relating to the provision of the Services, as requested by Commonwealth or the Benchmarker.
(c) Benchmarktc  \l 2 "7.05  Benchmark".  If Commonwealth undertakes the Benchmarking, Commonwealth and Contractor, in good faith, shall attempt to agree upon the period during which the Benchmarking shall be conducted.  If the parties are unable to so agree, Commonwealth shall specify the relevant period, subject to Contractor's approval thereof, in writing, such approval not to be unreasonably withheld, delayed or conditioned.  
(d) Benchmark Informationtc  \l 2 "7.06  Benchmark Information".  Commonwealth and Contractor shall jointly determine the Benchmark Information with appropriate input from the Benchmarker.  Commonwealth and Contractor shall (1) review the Benchmark Information, and (2) schedule a meeting to address any issues either party may have with the Benchmark Information.  Contractor shall provide the Benchmark Information at no additional cost to Commonwealth; provided, however, that if Commonwealth wishes the Benchmarker to use information which Contractor does not otherwise have access to in the course of its business, Commonwealth shall provide such information at its own cost and Contractor may use such information but, unless Commonwealth expressly agrees otherwise in writing, only in connection with providing the Services. 

(e) Benchmarking Resultstc  \l 2 "7.07  Benchmarking Results".  Within thirty (30) days after the completion of Benchmarking, the Benchmarker shall deliver the Benchmark Results to the Commonwealth Project Manager and the Contractor Project Manager for distribution to the members of the Management Committee. 

(f) Benchmark Results Review Period and Adjustmentstc  \l 2 "7.08  Benchmark Results Review Period and Adjustments". The members of the Management Committee shall utilize the Benchmark Review Period to review such Benchmark Results, and the Management Committee shall meet during the Benchmark Review Period to collectively assess the Benchmark Results.

(g) Disputes of Benchmark Resultstc  \l 2 "7.09  Disputes of Benchmark Results".  Either Commonwealth or Contractor may in good faith dispute the Benchmark Results, in writing, prior to the expiration of the Benchmark Review Period.  Any such notice of dispute issued by either party shall include a description of the nature of such dispute in sufficient detail so as to enable the Benchmarker and the other party to assess the motive and merit of the dispute.  Within ten (10) days after receipt of such notice, the parties shall cause the Benchmarker to issue a written response addressing the dispute, and if such dispute requires a change to any of the Benchmark Results, the Benchmarker shall be directed to issue revised Benchmark Results. Upon issuing such revised Benchmark Results, Commonwealth and Contractor, as applicable, shall have another Benchmark Review Period to review the revised Benchmark Results in accordance with Section 25(f).  In the event either party disputes the revised Benchmark Results within the second Benchmark Review Period or if the parties are unable to agree as to the need for revised Benchmark Results, original Benchmark Results or the revised Benchmark Results, as the case may be, shall be subject to the contract controversy procedures set forth in Section 34 (Contract Controversies).

(h) Benchmarking: Price Protection.  In addition to the Benchmarking provided for in this Section 25 (Continuous Improvement and Benchmarking), no earlier than sixty (60) days after the end of Year 2 of this Contract, and no more frequently than annually thereafter, the Commonwealth may engage a Benchmarker, in accordance with the provisions of this Section 25 (Continuous Improvement and Benchmarking) for the purpose of assessing the extent to which the prices paid for the Services hereunder are comparable to prices of a comparable reference group of clients for Services.  This Benchmarking Price Protection process shall be an objective measurement and comparison process utilizing baseline methods and industry standards. The parties acknowledge and agree that this Benchmarking Price Protection process is intended to assure the Commonwealth that pricing and pricing models employed in this engagement are consistent with the reference group throughout the later years of the Contract, as it may be extended or renewed.

(i) Benchmark: Pricing Adjustments.  If the results of a Benchmarking Price Protection analysis, as reflected in written Benchmarking Results delivered to Contractor, reveal that amounts to be paid under the terms of the Contract for Services exceed by a factor of ten percent (10%) or more than the average of amounts paid by the reference group for comparable services (the "Market Rate"), the Commonwealth may elect to renegotiate those prices.  When notified of the Commonwealth's intent to renegotiate the prices, the Contractor shall, as soon as practical following notification of the Commonwealth's intent, negotiate in good faith with Commonwealth for the adjustment and reduction of fees for the Services.  If an agreement is reached for a pricing adjustment such agreement will be effective as of the date of delivery of the Benchmarking (Price Protection) Results.  If the parties are unable to agree to a pricing adjustment within sixty (60) days after delivery of the Benchmarking (Price Protection) Results, the matter shall be submitted to the various dispute resolution procedures contained in Section 34 (Contract Controversies) of the Contract. If the dispute resolution procedure results in a pricing adjustment, that adjustment will be effective as of the date of delivery of the Benchmarking (Price Protection) Results.  In no event will Contractor increase the Fees as a result of any review pursuant to this Section 25 (Continuous Improvement and Benchmarking).
(j) Annual Best Practices Reviews.  Within thirty (30) days of each anniversary of the Effective Date, Contractor shall, in accordance with procedures agreed upon by the Commonwealth Project Manager and the Contractor Project Manager, identify for Commonwealth any best practices that have emerged (within Contractor’s organization or, to the knowledge of Contractor, within the processing services outsourcing market generally), that, if implemented by the Contractor would materially benefit the Commonwealth in terms of price reductions or performance improvement. If requested by Commonwealth, within sixty (60) days Contractor shall provide Commonwealth with proposals for the implementation of such best practices in a manner consistent with the Change Control Procedures of the Contract.  If approved by Commonwealth, Contractor shall implement such best practices on behalf of Commonwealth as expeditiously as possible.
26. GOVERNANCE

Provisions for the governance of this Contract and the Services delivered pursuant hereto are set forth in Schedule B (Governance) to this Contract.
27. CHANGE CONTROL  
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(a) Change Control Procedurestc  \l 2 "13.04  Change Control Procedures".  The following Change Control Procedures will apply if either party wishes to implement or have Contractor implement a Change.  The requesting Party will forward to the other party a Change Order which will include the following:
(1) Project identification

(2) Originator's name and title

(3) The date of the Change Order

(4) A description of the proposed change

(5) The reason for the proposed change


For Contractor, all Change Orders must be directed to Contractor's Project Manager.  For Commonwealth, all Change Orders must be directed to or originate from the Commonwealth Project Manager.

(6) For any Contractor-initiated Change Order, Commonwealth shall have the option of accepting or rejecting that Change Order.

(7) Contractor will assign a number to and log each Change Order.

(8) All Change Orders will be categorized by Commonwealth as Priority 1 (urgent), Priority 2 (ordinary) or Priority 3 (low).

(9) Contractor will make reasonable efforts to investigate the impact of the Change Order on the Fees, timetable, specifications, Services, Service Levels, terms and conditions and, the relative obligations of the parties under this Contract and the (the "Impact Study") in accordance with a schedule that reflects the applicable priority category.

(10) Contractor will inform Commonwealth if there will be any charges for Contractor Services in conducting the Impact Study and Commonwealth will decide whether Contractor should conduct the Impact Study.  Contractor shall be entitled hereunder to charge Commonwealth only for those expenses incurred by Contractor in connection with the conduct of the Impact Study that are (i) Contractor's out-of-pocket expenses paid by Contractor to third parties (other than Contractor's or any Contractor's Agent's employees) for expertise not otherwise possessed by or available to Contractor or (ii) for employees of Contractor or any Contractor Agent not theretofore engaged in the provision of the Services.  In order for any of the foregoing expenses to be reimbursable to Contractor, Contractor must first provide an estimate thereof to Commonwealth and obtain from Commonwealth its prior written approval thereof.  If Contractor provides any such estimate and Commonwealth does not approve the estimated expenses, Contractor shall not be obligated to proceed with the Impact Study.  In all cases, Contractor shall make a good faith effort to maximize its use of its employees and the employees of Contractors Agents then engaged in the provision of the Services to the extent Contractor can do so without adversely affecting its ability to provide the Services in accordance with the Services Levels.  Any disputes between the parties regarding the validity, estimated amount or actual amount of any reimbursable expenses shall be subject to the dispute resolution provisions of Section 34 (Contract Controversies).
(11) If both parties agree on the Impact Study and any necessary Changes to the Services, the relative obligations of the parties under this Contract, and the Fees, a Change Order will be issued to reflect the agreed to Changes.

(12) If the parties cannot agree upon the Impact Study or the resultant Changes to this Contract, any Commonwealth-initiated Change Order will nevertheless be implemented at Commonwealth's option and Contractor shall perform the Services, and either party may elect to have all outstanding related matters treated as a dispute between the parties under Section 34 (Contract Controversies).  During the pendency of any such dispute, Commonwealth shall pay to Contractor any undisputed amounts.   Any changes to Service Levels which are required by the implementation of the Changes, will be reflected in the Change Order that is issued.

(b) All Changes shall be made pursuant to the Change Control Procedures. Contractor shall:

(1) schedule all Changes so as not to interrupt or unduly interfere with Commonwealth's operations, 
(2) prepare and deliver to Commonwealth each month a ninety-day rolling schedule for ongoing proposed and approved and planned Changes, 
(3) review and determine the cause of any failed Changes and deviations from scheduled Changes, and 
(4) document and provide to the Management Committee and to the Commonwealth Project Manager, individually, same-day notification (which may be given orally provided that such oral notice is confirmed in writing to such persons within three (3) Commonwealth business days) of all changes performed on an emergency basis to maintain the continuity of the Services. 

(c) Without limiting any other provision of this Contract, the following Schedules may be modified through the Change Control Procedures set forth in this Section 27 (Change Control):

· Schedule C – Services Catalog 

· Schedule E – Datacenter Locations

· Schedule G – Staffing Plan and Key Positions 

· Schedule J.1 – Service Level Management 

· Schedule J.2 – Datacenter Service Level Matrix 

· Schedule J.3 – Datacenter SLA Definitions 

· Schedule H – Commonwealth Computing Procedures Manual 

28. NOTICE OF DELAYS

Whenever the Contractor encounters any difficulty that delays or threatens to delay the timely performance of this Contract (including actual or potential labor disputes), the Contractor shall immediately give notice thereof in writing to the Commonwealth stating all relevant information with respect thereto.  Such notice shall not in any way constitute a basis for an extension of the delivery schedule or be construed as a waiver by the Commonwealth of any rights or remedies to which it is entitled by law or pursuant to provisions of this Contract.  Failure to give such notice, however, may be grounds for denial of any request for an extension of the delivery schedule because of such delay.  If an extension of the delivery schedule is granted, it will be done consistent with Section 27(Change Control).

29. NOTICE

Any written notice to any party under this Contract shall be deemed sufficient if delivered personally, or by facsimile, telecopy, electronic or digital transmission (provided such delivery is confirmed), or by a recognized overnight courier service (e.g., DHL, Federal Express, etc.), with confirmed receipt, or by certified or registered United States mail, postage prepaid, return receipt requested, sent to the address such party may designate by notice given pursuant to this section.

30. DEFAULT

(a) The Commonwealth may, subject to the provisions of Section 28 (Notice of Delays), and in addition to its other rights under the Contract, declare the Contractor in default by written notice thereof to the Contractor, and terminate for cause (as provided in Section 32 (Termination) the whole or any part of this Contract and shall further have the right to seek damages from Contractor for any of the following reasons:

(1) Failure to begin work within the time specified in the Contract or as otherwise specified;

(2) Failure to successfully complete a Major Milestone in accordance with the agreed Transition or Transition Plans or to complete specified work in accordance with the Contract terms;

(3) Multiple failures over time of a single Service Level or a pattern of failure over time across multiple Service Levels (a Service Level Termination Event); this will include failures of Service Levels and Key Service Levels;

(4) Failure to make agreed-upon adjustments to the fees or Service Levels in accordance with the outcome of Benchmarking Procedures;

(5) Failure or refusal to remove material, or remove and replace any work rejected as defective or unsatisfactory;

(6) Abandonment or willful refusal to provide the Services or any part of the Services;

(7) Failure to perform its responsibilities under any Business Continuity or Disaster Recovery Plans, including such Business Continuity or Disaster Recovery Plans that apply to Contractor’s own locations used for the delivery of the Services;

(8) Insolvency or bankruptcy;

(9) Assignment made for the benefit of creditors;

(10) Failure or refusal within 30 days after written notice by the Contracting Officer, of the Contractor to make payment or show cause why payment should not be made, of any amounts due for materials furnished, labor supplied or performed, for equipment rentals, or for utility services rendered; 

(11) Failure to protect, to repair, or to make good any damage or injury to property as required under the terms of this Contract;

(12) Breaches of covenants, agreements, obligations, representations or warranties in the Contract occurring simultaneously or over time, whether or not each such breach is a material breach, and whether or not each such breach was cured, that taken together constitute a material breach of the Contract after Contractor has been made aware of such breaches, on an individual basis.  Regardless of any other provision in this Contract to the contrary no cure period is available to Contractor should the Commonwealth terminate under this Section 30(a)(12);

(13) An act or omission of Contractor in the performance of this Contract, which is not otherwise explicitly required or permitted under this Contract, and which results in any Regulatory Entity notifying Commonwealth that it is subjecting the Commonwealth to a hearing or tribunal or withdrawing any license granted to Commonwealth or Contractor and such hearing, tribunal or withdrawal would have a material and adverse effect on Commonwealth’s operations or business or the Services.  Regardless of any other provision in this Contract the contrary no cure period is available to Contractor should the Commonwealth terminate under this Section 30(a)(13);

(b) In the event that the Commonwealth terminates this Contract in whole or in part as provided in Subparagraph (a) above, the Commonwealth may procure, upon such terms and in such manner as it determines, services similar or identical to those so terminated, and the Contractor shall be liable to the Commonwealth for any reasonable excess costs for such similar or identical services included within the terminated part of the Contract. 

(c) If the Contract is terminated as provided in Subparagraph (a) above, the Commonwealth, in addition to any other rights provided in this Section 30 (Default), may require the Contractor to transfer title and deliver immediately to the Commonwealth in the manner and to the extent directed by the Commonwealth, such partially completed work, including, where applicable, reports, working papers and other documentation, as the Contractor has specifically produced or specifically acquired for the performance of such part of the Contract as has been terminated.  Except as provided below, payment for completed work accepted by the Commonwealth shall be at the Contract price.  Except as provided below, payment for partially completed work including, where applicable, reports and working papers, delivered to and accepted by the Commonwealth shall be in an amount agreed upon by the Contractor and the Commonwealth.  The Commonwealth may withhold from amounts otherwise due the Contractor for such completed or partially completed work, such sum as the Commonwealth determines to be necessary to protect the Commonwealth against loss.

(d) The rights and remedies of the Commonwealth provided in this Section 30 (Default) shall not be exclusive and are in addition to any other rights and remedies provided by law or under this Contract.

(e) The Commonwealth’s failure to exercise any rights or remedies provided in this Section 30 (Default) shall not be construed to be a waiver by the Commonwealth of its rights and remedies in regard to the event of default or any succeeding event of default.

(f) Following exhaustion of the Contractor’s administrative remedies as set forth in Section 34 (Contract Controversies), the Contractor's exclusive remedy shall be to seek damages in the Board of Claims.  
31. STEP-IN RIGHTS

(a) In the event that Contractor is failing to deliver all or part of the Services, the Commonwealth shall give the Contractor notice of the failure.  The Contractor shall have fifteen (15) days to provide the Commonwealth with a correction plan.  If the correction plan is not received within fifteen (15) days or the failure is not corrected within thirty (30) days of the notice provided under this paragraph, Commonwealth may assign Commonwealth staff or third parties to step-in and perform failing elements of the Services, to the extent those Services are listed below, until such time as Contractor can demonstrate the ability to resume provision of such Services.  Provided, however, that if in the Commonwealth’s sole discretion the failure creates an emergency, no notice is required for the Commonwealth to exercise its rights under this paragraph. 

(1) Co-location services;

(2) Management of Commonwealth owned equipment located within the Enterprise Data Center;

(3) Network Connectivity between the Commonwealth and the Contractor’s datacenter(s); and
(4) Disaster Recovery Services.

(b) All costs associated with the exercise of such step-in rights shall be borne by Contractor.

(c) Commonwealth’s exercise of its step-in rights shall not constitute a waiver by Commonwealth of any termination rights or rights to pursue a claim for damages arising out of the failure that led to the step-in rights being exercised.
32. TERMINATION
(a) For Convenience

(1) The Commonwealth may terminate this Contract without cause by giving Contractor thirty (30) calendar days prior written notice (Notice of Termination) whenever the Commonwealth shall determine that such termination is in the best interest of the Commonwealth (Termination for Convenience).  Any such termination shall be effected by delivery to the Contractor of a Notice of Termination specifying the extent to which performance under this Contract is terminated either in whole or in part and the date on which such termination becomes effective.

In the event of termination hereunder, Contractor shall receive payment for the following:

(i) all Services performed consistent with the terms of the Contract 

prior to the effective date of termination;

(ii) all actual and reasonable costs incurred by Contractor as a result of the termination of the Contract; and

In no event shall the Contractor be paid for any loss of anticipated profit (by the Contractor or any Subcontractor), loss of use of money, or administrative or overhead costs.

Failure to agree on any termination costs shall be a dispute handled in accordance with Section 34 (Contract Controversies) of this Contract.

(2) The Contractor shall cease Services as of the date set forth in the Notice of Termination, and shall be paid only for such Services as have already been satisfactorily rendered up to and including the termination date set forth in said notice, or as may be otherwise provided for in said Notice of Termination, and for such services performed during the thirty (30) calendar day notice period, if such services are requested by the Commonwealth, for the collection, assembling, and transmitting to the Commonwealth of at least all materials, manuals, magnetic media, studies, drawings, computations, maps, supplies, and survey notes including field books, which were obtained, prepared, or developed as part of the Services required under this Contract.

(3) The above shall not be deemed to limit the Commonwealth’s right to terminate this Contract for any reason as permitted by the other provisions of this Contract, or under applicable law.

(b) Non-Appropriation

Any payment obligation or portion thereof of the Commonwealth created by this Contract is conditioned upon the availability and appropriation of funds.  When funds (state or federal) are not appropriated or otherwise made available to support continuation of performance in a subsequent fiscal year period, the Commonwealth shall have the right to terminate the Contract.  The Contractor shall be reimbursed in the same manner as that described in this section related to Termination for Convenience to the extent that appropriated funds are available.

(c) Default

The Commonwealth may, in addition to its other rights under this Contract, terminate this Contract in whole or in part by providing written notice of default to the Contractor if the Contractor materially fails to perform its obligations under the Contract and does not cure such failure within thirty (30) days or, if a cure within such period is not practical, commence a good faith effort to cure such failure to perform within the specified period or such longer period as the Commonwealth may specify in the written notice specifying such failure, and diligently and continuously proceed to complete the cure.  The Contracting Officer shall provide any notice of default or written cure notice for Contract terminations.

(1) Subject to Section 36 (Limitation of Liability) of this Contract, in the event the Commonwealth terminates this Contract in whole or in part as provided in this Subsection 32(c), the Commonwealth may procure services similar to those so terminated, and the Contractor, in addition to liability for any liquidated damages, shall be liable to the Commonwealth for the difference between the Contract price for the terminated portion of the services and the actual and reasonable cost (but in no event greater than the fair market value) of producing substitute equivalent services for the terminated services, provided that the Contractor shall continue the performance of this Contract to the extent not terminated under the provisions of this section.

(2) Except with respect to defaults of Subcontractors, the Contractor shall not be liable for any excess costs if the failure to perform the Contract arises out of causes beyond the control of the Contractor.  Such causes may include, but are not limited to, acts of God or of the public enemy, fires, floods, epidemics, quarantine restrictions, strikes, work stoppages, freight embargoes, acts of terrorism, and unusually severe weather.  The Contractor shall notify the Commonwealth Contracting Officer promptly in writing of its inability to perform because of a cause beyond the control of the Contractor.

(3) Nothing in this Subsection 32(c) shall abridge the Commonwealth’s right to suspend, debar, or take other administrative action against the Contractor.

(4) If it is later determined that the Commonwealth erred in terminating the Contract for default, then the Contract shall be deemed to have been terminated for convenience under Subsection (a).

(5) If this Contract is terminated as provided by this Subsection 31(c), the Commonwealth may, in addition to any other rights provided in this Subsection, and subject to Section 40 (Proprietary Rights) of this Contract, require the Contractor to deliver to the Commonwealth in the manner and to the extent directed by the Contracting Officer, such reports and other documentation as the Contractor has specifically produced or specifically acquired for the performance of such part of the Contract as has been terminated.  Payment for such reports and documentation will be made consistent with the Contract.

(d) In the event that Contractor becomes insolvent for any reason whatsoever, or makes an assignment for the benefit of creditors, or has a receiver appointed, or if it is declared as bankrupt under the laws of the United States, or if a petition of reorganization or rearrangement is filed against it under the bankruptcy laws, Commonwealth shall have the exclusive option of continuing with Contractor or its successors or assigns or trustee in bankruptcy under the terms and conditions of this Contract for the full remaining term of this Contract, or continuing with Contractor or its successors or assigns or trustee in bankruptcy under the terms and conditions of this Contract for such period of time as is necessary or desirable to terminate this Contract.

(e) tc  \l 2 "28.02  "

PRIVATE 

tc  \l 2 "Termination for Change in Control"In the event of the sale by Contractor of all or substantially all of its assets (in a single transaction or a series of related transactions) or the sale of a controlling interest in Contractor's outstanding stock, Contractor shall be entitled to assign this Contract to its successor upon written notice thereof to Commonwealth.  Commonwealth shall be entitled to receive from Contractor, upon Commonwealth's request, such information as is reasonably requested by Commonwealth to enable Commonwealth to assess the financial, technical and management capabilities of such successor to assume Contractor's obligations under this Contract.  If Commonwealth determines, in the exercise of its reasonable discretion, that such successor does not or may not have such requisite financial, technical or management capabilities, and if Commonwealth informs Contractor thereof in writing and describing in reasonable detail its basis therefore, then, and only then, such assignment by Contractor shall be subject to Commonwealth's prior written consent, which consent may be withheld, delayed or conditioned in Commonwealth's sole discretion.  If Commonwealth withholds such consent, then Commonwealth shall have the exclusive option of continuing under the terms and conditions of this Contract with Contractor or its successors or assigns for the full remaining term of this Contract, or continuing under the terms and conditions of this Contract with Contractor or its successors or assigns for such period of time as is necessary or desirable to terminate this Contract.

(f) In the event Commonwealth fails to pay undisputed Fees for twelve (12) consecutive months, Contractor may terminate this Contract for its convenience.  In such event, notwithstanding any other provision of this Contract to the contrary, Contractor shall be released from any obligation to provide further Services pursuant to this Contract.

(g) The rights and remedies of the Commonwealth provided in this Section shall not be exclusive and are in addition to any other rights and remedies provided by law or under this Contract.

(h) The Commonwealth’s failure to exercise any rights or remedies provided in this Section shall not be construed to be a waiver by the Commonwealth of its rights and remedies in regard to the event of default or any succeeding event of default.

(i) In no event shall the Contractor be paid for any loss of anticipated profit (by the Contractor or any Subcontractor), loss of use of money, or administrative or overhead costs.  Any dispute regarding termination costs shall be a dispute handled in accordance with Section 34 (Contract Controversies) of this Contract.
(j) Following exhaustion of the Contractor’s administrative remedies as set forth in Section 34 (Contract Controversies), the Contractor's exclusive remedy shall be to seek damages in the Board of Claims.

33. TERMINATION ASSISTANCE
(a) General. Upon the Commonwealth's request, Contractor shall provide Termination Assistance Services directly to the Commonwealth, or to any replacement provider designated by the Commonwealth, any successors or assigns of such entities or any of their designee(s). Contractor shall take all necessary and appropriate actions to accomplish a complete, timely, and seamless transition of any Terminated Services from Contractor to the Commonwealth, or to any replacement provider designated by the Commonwealth, without material interruption of or material adverse impact on the Terminated Services or any other services provided by third-parties or Services that Contractor shall continue to provide (each transition, an “Assistance Event”). Contractor shall cooperate with the Commonwealth and any new Contractor and otherwise promptly take all steps required or reasonably requested to assist the Commonwealth in effecting a complete and timely Termination Assistance Services of any Terminated Services. Contractor shall provide all information regarding the Terminated Services or as otherwise needed for Termination Assistance Services, including data conversion, interface specifications, and related professional services. Contractor shall provide for the prompt and orderly conclusion of all Terminated Services, as the Commonwealth may direct, including completion or partial completion of projects, documentation of work in process, and other measures to assure an orderly transition to the Commonwealth or the Commonwealth’s designee. Contractor’s obligation to provide the Services shall not cease until a Assistance Event satisfactory to the Commonwealth, including the performance by Contractor of all asset-transfers and other obligations of Contractor provided in this Section 33 (Termination Assistance), has been completed in accordance with mutually agreed to completion or acceptance criteria or if no agreed acceptance criteria exist, then to the Commonwealth’s reasonable satisfaction. 

(i) Period of Provision. Contractor shall provide Termination Assistance Services commencing on the date a determination is made by the Commonwealth that there shall be an Assistance Event. 
(ii) Notice of an Assistance Event. The Commonwealth will provide Contractor with written notice of an Assistance Event. Such notice will include a description of the Services that are to be terminated or discontinued, the affected Commonwealth Agencies, and the anticipated effective date of the Assistance Event. The Commonwealth may modify or update any of the information provided in the initial notice of an Assistance Event from time to time by a supplemental notice from the Commonwealth to Contractor. 

(iii) Extension of Services. The Commonwealth may elect, upon thirty (30) days prior notice to Contractor, to extend the period for performance of Termination Assistance Services (in whole or in part), in its sole discretion, provided that the total of all such extensions shall not result in Termination Assistance Services being performed beyond twenty-four (24) months following the effective date of the applicable Assistance Event without Contractor's consent.  In each case, if the Commonwealth provides less than thirty (30) days prior notice of an extension, Contractor shall nonetheless use reasonable efforts to comply with the Commonwealth's request and provide the requested Services. 

(iv) Firm Commitment. Contractor shall provide Termination Assistance Services regardless of the reason for the Assistance Event. 

(v) Performance. Contractor shall provide all Termination Assistance Services subject to and in accordance with the terms and conditions of this Contract. Contractor shall perform Termination Assistance Services with at least the same degree of accuracy, quality, completeness, timeliness, responsiveness and resource efficiency as it is or was required to provide the same or similar Services in accordance with this Contract. The quality and level of performance of Termination Assistance Services provided by Contractor shall continue to meet or exceed the Service Levels and shall not be degraded or deficient in any respect. Service Level Credits shall be assessed for any failure to meet Service Levels during any period in which Termination Assistance Services are provided. If any period for performing any Termination Assistance Services extends beyond the expiration or the effective date of any termination of this Contract, the provisions of this Contract shall remain in full effect for the duration of such period. 

(b) Scope. As part of the Termination Assistance Services, Contractor shall timely transfer the control and responsibility for Services previously performed by or for Contractor to the Commonwealth and/or its designee(s), and upon Commonwealth request, shall execute any documents reasonably necessary to effect such transfers. Contractor shall also provide any and all information and assistance requested by the Commonwealth required for: 

(i) the Systems and processes associated with the Services to operate and be maintained and enhanced efficiently; 

(ii) the Services to continue without interruption or adverse effect; and 

(iii) the orderly transfer of the Services (or replacement or supplemental services) to the Commonwealth and/or its designee(s). 

(c) General Support. Contractor shall: 
(i) assist the Commonwealth and/or its designee(s) in developing a written plan for the migration of the Services to the Commonwealth and/or its designee(s), which plan shall include (as requested by the Commonwealth) capacity planning, process planning, facilities planning, human resources planning, technology planning, telecommunications planning and other planning necessary to effect the transition, 
(ii) perform programming and consulting services as requested to assist in implementing the transition plan, 
(iii) train personnel designated by the Commonwealth and/or its designee(s) in the use of any processes or associated Equipment, Materials, Systems or tools used in connection with the provision of the Services as needed for such personnel to assume responsibility for performance of the Services, 
(iv) provide a catalog of all processes, Materials, the Commonwealth Data, Equipment, Software, Third Party Contracts and tools used to provide the Services, 
(v) provide machine readable and printed listings and associated documentation for source code for Software owned by the Commonwealth and source code to which the Commonwealth is entitled under this Contract and assist in its re-configuration, 
(vi) provide technical documentation for Software used by Contractor to provide the Services as needed for continuing performance of the Services, 
(vii) analyze and report on the space required for the Commonwealth Data and the Software needed to provide the Services, 
(viii) assist in the execution of a parallel operation, data migration and testing process until the successful completion of the transition to the Commonwealth and/or its designee(s), 
(ix) create and provide copies of the Commonwealth Data in the format and on the media requested by the Commonwealth and/or its designee(s), 
(x) provide a complete and up-to-date, electronic copy of the Commonwealth Procedure Manual in the format and on the media requested by the Commonwealth and/or its designee(s) and 
(xi) provide other technical and process assistance, documentation and information as requested by the Commonwealth and/or its designee(s). 

(d) Personnel. 

(i) List of Contractor Personnel. Contractor shall promptly provide to the Commonwealth a list, organized by location, of the Contractor Personnel dedicated (fifty percent (50%) or more) to the performance of the Services that are implicated by each Assistance Event. Such list shall, subject to applicable privacy laws, specify each such Contractor Personnel's name, job title, compensation package, leave status, years of service and job responsibilities. The Commonwealth agrees not to disseminate the personally identifiable information contained in such list without Contractor's consent. Contractor shall not terminate, reassign or otherwise remove from the performance of the Services any such dedicated Contractor Personnel until after the end of the applicable Termination Assistance Services period. 

(ii) Right to Hire. The Commonwealth and/or its designee(s) shall be permitted, without interference (including through counter-offers) from Contractor (subject to Section 33(d)(iii) below), to meet with, solicit and hire, effective after the later of (i) the date of the Commonwealth's notice of an Assistance Event and (ii) the completion of the Termination Assistance Services requiring such Contractor Personnel, any Contractor Personnel dedicated to the performance of the Services during the twelve (12) month period prior to the date of the Commonwealth's notice of an Assistance Event who are implicated by that Assistance Event. Contractor hereby waives its rights, if any, under contracts with such Contractor Personnel restricting the ability of such Contractor Personnel to be recruited or hired by the Commonwealth and/or its designee(s) (including waiving any right to restrict such personnel via non-compete agreements or other contractual means). Contractor shall provide the Commonwealth and/or its designee(s) with reasonable assistance in their efforts to meet with, solicit and hire such Contractor Personnel, and shall give the Commonwealth and/or its designee(s) reasonable access to such Contractor Personnel for interviews, evaluations and recruitment. The Commonwealth shall endeavor, and shall cause its designee(s) to endeavor, to conduct the above-described activities in a manner that is not unnecessarily disruptive of Contractor's performance of its obligations under this Contract. 
(e) Software and Developed Documentation. The Contractor shall provide the Commonwealth with all Software and Developed Documentation as set forth in Section 40 (Proprietary Rights). 

(f) Equipment. 

(i) List of Equipment. Contractor shall promptly provide to the Commonwealth a list, organized by location, of the Equipment that is implicated by each Assistance Event. Such list shall specify information reasonably requested by the Commonwealth, including all fields tracked by Contractor in any asset management system used by Contractor for tracking and managing Equipment, such Equipment's function, manufacturer, model number, age, and other pertinent information. 

(ii) Right to Acquire. The Commonwealth and/or its designee(s) shall have the right (but not the obligation) to purchase or assume the lease for any or all Equipment that is owned or leased by Contractor which is used in the provision of the Services and that is implicated by the relevant Assistance Event. Such Equipment shall be transferred in good working condition, reasonable wear and tear excepted, as of the later of the effective date of the relevant Assistance Event and the completion of the Termination Assistance Services requiring such Equipment. Contractor shall maintain such Equipment through the date of transfer so as to be eligible for the applicable manufacturer's maintenance program. In the case of Contractor-owned Equipment (including Equipment owned by Contractor Affiliates and Subcontractors and further including any such Equipment leased to Contractor), Contractor (or such Affiliate or Subcontractor) shall grant to the Commonwealth, and/or its designee(s) a warranty of title and a warranty that such Equipment is free and clear of all liens, security interests and other encumbrances. Such conveyance by Contractor (or Affiliate or Subcontractor) to the Commonwealth and/or its designee(s) shall be at fair market value (as shall be determined by an agreed-upon appraisal).  At the Commonwealth's request, the Parties shall negotiate in good faith and agree upon the form and structure of the purchase. In the case of leased Equipment, Contractor shall (1) represent and warrant that the lease is not in default, (2) represent and warrant that all payments thereunder have been made through the date of transfer and (3) notify the Commonwealth and/or its designee(s) of any lessor defaults of which it is aware at the time. 

(g) Third Party Contracts. Contractor shall promptly, but no less than thirty (30) days from the Commonwealth's issuance of notice of an Assistance Event provide to the Commonwealth a list of the Third Party Contracts that are implicated by the relevant Assistance Event. Contractor shall, at the Commonwealth's request, cause the parties to such Third Party Contracts to permit the Commonwealth and/or its designee(s) to assume prospectively any or all such Third Party Contracts or to enter into new contracts with the Commonwealth and/or its designees on substantially the same terms and conditions, including price. Contractor shall transfer or assign those Third Party Contracts that the Commonwealth elects to assume prospectively to the Commonwealth and/or its designee(s) as of the later of the effective date of the relevant Assistance Event and the completion of the Termination Assistance requiring such Third Party Contracts. Such transfers or assignments shall be on terms and conditions acceptable to all applicable parties, provided that (A) there shall be no fee, charge or other amount imposed on the Commonwealth and/or its designee(s) by Contractor or the counter-parties to such Third Party Contracts for such transfer or assignment and (B) Contractor shall: (1) promptly cure and, in accordance with Section 32(c), indemnify the Commonwealth against any default under such Third Party Contracts relating to the period prior to such transfer or assignment; (2) represent and warrant that all payments thereunder through the date of transfer or assignment are current; and (3) notify the Commonwealth and/or its designee(s) of any counter-party's default with respect to such Third Party Contracts of which it is aware at the time of such transfer or assignment. 

Contractor will request, with respect to any contracts applicable to Contractor Third Party Software being provided to Commonwealth and being used by Contractor to perform the Services, that the third party agree in writing that it will permit the assignment or transfer of the applicable agreement with Contractor to Commonwealth at the termination or expiration of this Contract.  If any such third party refuses to provide such a written agreement, then Contractor will notify Commonwealth of this fact.  Upon any such notification by Contractor, Commonwealth shall notify Contractor in writing whether Contractor may use such third party in connection with Contractor's performance of the Services.  If Contractor is notified by Commonwealth that it must not use such third party services, then Contractor will make commercially reasonable efforts to locate an alternate third party provider, but Contractor is not responsible for any additional third-party costs that may result from using an alternate provider.  If no alternate provider can be located by Contractor, Contractor will so notify Commonwealth and the parties, both acting in good faith and through their respective project managers, will attempt to resolve the issue.  The Contractor will not be responsible for any fees associated with the assignment or transfer of the license to the Commonwealth or for any breach by such third party of its agreement regarding the assignment or transfer.

(h) Other Subcontracts and Third Party Contracts. With respect to Third Party Contracts implicated by the relevant Assistance Event that are not otherwise transferred or assigned to the Commonwealth and/or its designee(s) pursuant to Section 33(g), Contractor shall make available to the Commonwealth and/or its designee(s), pursuant to reasonable terms and conditions, any third party services then being utilized by Contractor in the performance of the Services. Contractor shall retain the right to utilize any such third party services in connection with the performance of services for other Contractor customers. The Commonwealth shall retain the right to contract directly with any third party previously utilized by Contractor to perform any Services. 

(i) Rates and Charges. Except as provided in this Subsection and Section 33(j), Contractor shall provide all Termination Assistance Services at no additional charge. The Parties anticipate that Termination Assistance Services requested by the Commonwealth shall be provided by Contractor using Contractor Personnel already assigned to the performance of the Services and without adversely affecting Contractor's ability to meet its performance obligations. To the extent the Commonwealth requests that Contractor perform only a portion (but not all) of the Services included in a particular Fee, the amount to be paid by the Commonwealth shall be equitably adjusted downward in proportion to the portion of the Services that Contractor shall not be providing.
(j) Proprietary Communications Network. If Contractor uses a proprietary communications network to provide the Services, then for a period of up to two (2) years following the effective date of the relevant Assistance Event, Contractor shall, if requested by the Commonwealth, continue to provide such proprietary communications network and other network Services to the Commonwealth, the Commonwealth and/or its designee at the rates, and subject to the terms and conditions, set forth in this Contract. 

(k) Resources. Contractor shall maintain capability on at least thirty (30) days notice at all times during the Term to deploy all necessary resources to perform any Termination Assistance Services. 

(l) Information. At the Commonwealth’s request, Contractor shall provide to and/or make available for the Commonwealth review, at Contractor’s sole cost and expense, any and all reports, data and information that the Commonwealth deems necessary in order to evaluate all options related to an Assistance Event. Contractor shall provide all such reports, data and information regardless of whether the Commonwealth has provided notice of or otherwise declared an Assistance Event.

(m) Breach. Contractor acknowledges and agrees that, upon any breach or threatened breach by Contractor of its obligations under this Section 33 (Termination Assistance), Commonwealth shall be entitled to seek injunctive relief, including an order of specific performance.  The provisions of this Section 33 (Termination Assistance) will survive any expiration of the Term and any termination of this Contract.

34. CONTRACT CONTROVERSIES 
(a) All disputes between the parties arising under or relating to this Contract shall initially be referred in writing by either party to the Contractor Project Manager and the Commonwealth Project Manager.  If the Contractor Project Manager and the Commonwealth Project Manager are unable to resolve the dispute within ten (10) Commonwealth business day(s) after referral of the matter to them or upon the earlier request by either the Contractor Project Manager or the Commonwealth Project Manager, the parties shall submit the dispute to the Management Committee for immediate review.
(b) Within ten (10) Commonwealth business days after any dispute between the parties is submitted to the Management Committee pursuant to Subparagraph 30(a), the Management Committee shall meet for the purpose of attempting to resolve such dispute.  At any meeting of the Management Committee at which more than one (1) dispute will be considered, Commonwealth may establish the order in which such disputes shall be addressed.  If the Management Committee is unable to resolve a dispute within fifteen (15) Commonwealth business days after the date of the initial meeting of the Management Committee during which such dispute was considered, the Management Committee shall immediately notify Commonwealth and Contractor pursuant to Subparagraph 30(c).
(c) In the event of a controversy or claim arising from the Contract that has not been resolved by the above process, the Contractor must, within six (6) months, file a written claim with the contracting officer for a determination. The claim shall state all grounds upon which the Contractor asserts a controversy exists
(1) The Commonwealth shall review timely-filed claims and issue a final determination, in writing, regarding the claim.  The final determination shall be issued within 120 days of the receipt of the claim, unless extended by consent of the contracting officer and the Contractor.  The Commonwealth shall send its written determination to the Contractor.  If the Commonwealth fails to issue a final determination within the 120 days (unless extended by consent of the parties), the claim shall be deemed denied.  The Commonwealth’s determination shall be the final order of the purchasing agency.
(2) Within fifteen (15) days of the mailing date of the determination denying a claim or within one hundred thirty five (135) days of filing a claim if no extension is agreed to by the parties, whichever occurs first, the Contractor may file a statement of claim with the Commonwealth Board of Claims.
(d) Each of Commonwealth and Contractor acknowledge that the provision of the Services is critical to the operations of Commonwealth.  Accordingly, in the event of a dispute between Commonwealth and Contractor arising under or relating to this Contract, Contractor shall continue to provide the Services in accordance with the terms of this Contract during the pendency of the resolution of such dispute, including the final judicial resolution thereof by Commonwealth's Board of Claims or any appeal thereof, and Commonwealth shall compensate the Contractor pursuant to the terms of the Contract.
35. COMMONWEALTH HELD HARMLESS

(a) The Contractor shall hold the Commonwealth harmless from and indemnify the Commonwealth against any and all third party claims, demands and actions based upon or arising out of any activities performed by the Contractor and its employees and agents under this Contract, provided the Commonwealth gives Contractor prompt notice of any such claim of which it learns.  Pursuant to the Commonwealth Attorneys Act (71 P.S. § 732-101, et seq.), the Office of Attorney General (OAG) has the sole authority to represent the Commonwealth in actions brought against the Commonwealth.  The OAG may, however, in its sole discretion and under such terms as it deems appropriate, delegate its right of defense.  If OAG delegates the defense to the Contractor, the Commonwealth will cooperate with all reasonable requests of Contractor made in the defense of such suits.

(b) Notwithstanding the above, neither party shall enter into any settlement without the other party’s written consent, which shall not be unreasonably withheld.  The Commonwealth may, in its sole discretion, allow the Contractor to control the defense and any related settlement negotiations.

36. LIMITATION OF LIABILITY  
(a) The Contractor’s liability to the Commonwealth under this Contract shall be limited to the value of the contract.  This limitation will apply, except as otherwise stated in this Section 36 (Limitation of Liability), regardless of the form of action, whether in contract or in tort, including negligence and whether related to direct, consequential, exemplary or punitive damages.  

(b) This limitation does not apply to damages for:

(1) Bodily injury;

(2) Death;

(3) Intentional injury;

(4) Damage to real property or tangible personal property for which the Contractor is legally liable; or

(5) The Contractor’s indemnity of the Commonwealth for patent, copyright, trade secret or trademark protection;

(6) Third party claims related to confidential or proprietary data misuse of confidential information or data; 

(7) Milestone Credits, provided, however that payment will accrue against the cap;

(8) Commonwealth’s losses resulting from Contractor’s gross negligence, willful misconduct; or 

(9) Contractor’s costs incurred for notification, mitigation, and credit monitoring services required due to a security breach; or
(10) The Commonwealth costs, losses or damages incurred due to Personal Information being accessed, used, released, disclosed and/or acquired in an unauthorized manner while in the control of the Contractor; or
(11) Contractor’s abandonment of any Services, wrongful termination of the Contract or willful refusal to provide Termination Assistance Services. 

(c) Except as provided for in Section 36(c)(1) through (4), neither Party will be liable for indirect, incidental, special, consequential, exemplary or punitive damages arising out of or relating to the Contract:

(1) Additional costs to maintain the Services arising from a default by Contractor including the cost of work-arounds;

(2) Loss of or corruption to Commonwealth data including, without limitation, the cost and expense of rectification of the data arising out of a default (including for recovering, reconstructing, reformatting or reloading data), but only to the extent such damages arise out of the failure of Contractor to comply with its obligations under Section 52 (Virus and Malicious Code);

(3) Expenditure or charges incurred by Commonwealth and rendered necessary as a result of a default by Contractor; and

(4) Any regulatory losses, fines, expenses or other losses suffered by Commonwealth as a result of Contractor’s failure to comply with  any law or regulation.

37. CONFIDENTIALITY
(a) For purposes of this Contract, “Confidential Information” of a party shall mean (1) with respect to Commonwealth, all Commonwealth Data and other information of Commonwealth or any Commonwealth agency or any private individual, organization or public agency, in each case to the extent such information and documentation is not permitted to be disclosed to third parties under local, Commonwealth or Federal laws and regulations or pursuant to any policy adopted by Commonwealth or pursuant to the terms of any third-party agreement to which Commonwealth is a party and (2) with respect to Contractor, all information identified in writing by Contractor as confidential or proprietary to Contractor, its subcontractors or licensors.  

(b) All Confidential Information relating to a party shall be held in confidence by the other party to the same extent and in at least the same manner as such party protects its own confidential or proprietary information.  Neither party shall disclose, publish, release, transfer or otherwise make available any Confidential Information of the other party in any form to, or for the use or benefit of, any person or entity without the other party's consent.  Subject to the other provisions of this Contractor, each party shall, however, be permitted to disclose relevant aspects of the other party's Confidential Information to its officers, agents, subcontractors and employees and to the officers, agents, subcontractors and employees of its corporate affiliates or subsidiaries to the extent that such disclosure is reasonably necessary for the performance of its duties and obligations under this Contract; provided, however, that such party shall take all reasonable measures to ensure that Confidential Information of the other party is not disclosed or duplicated in contravention of the provisions of this Contractor by such officers, agents, subcontractors and employees and that such party shall be responsible for any unauthorized disclosure of the Confidential Information of the other party by such officers, agents, subcontractors or employees; and further provided, that if the disclosure is by the Commonwealth to another contractor or sub-contractor, such disclosure is subject to a suitable non-disclosure agreement.  The obligations in this Paragraph shall not restrict any disclosure by either party pursuant to any applicable law, or in accordance with the order of any court or government agency of competent jurisdiction (provided that the disclosing party shall give prompt notice to the non-disclosing party of such order) and, except to the extent provided otherwise by any applicable law, shall not apply with respect to information which:

(1) is developed by the other party without violating the disclosing party's proprietary rights, 
(2) is or becomes publicly known (other than through unauthorized disclosure),
(3) is disclosed by the owner of such information to a third party free of any obligation of confidentiality, 
(4) is already known by such party without an obligation of confidentiality other than pursuant to this Contractor or any confidentiality Contractor entered into before the Effective Date between Commonwealth and Contractor, or 
(5) is rightfully received by the disclosing party free of any obligation of confidentiality.  
The confidentiality period for Confidential Information which is related to hardware, software, technical specifications, and methods and processes related to data processing and/or computing shall continue from the date of disclosure until two years following expiration or termination of this Contract.  The immediately preceding sentence shall not release or relax, in whole or in part, Contractor's confidentiality obligations with respect to information pertaining to any private individual or, with respect to any Commonwealth Agency, information or documentation which is not permitted to be disclosed to third parties under local, Commonwealth or Federal laws and regulations or pursuant to the terms of any third party Contractor to which Commonwealth is a party.  
Nothing in this Section 37(b) shall supersede or limit, or be deemed to supersede or limit, any other provision of this Contract pertaining to confidentiality or disclosure of any Commonwealth Data or to any security procedures required to be followed by Contractor or its employees and other representatives.  In addition to the confidentiality and non-disclosure and other restrictive provisions of this Section 37(b) and elsewhere in this Contract, Contractor shall be subject to, and shall be required to abide by, the provisions set forth in the Exhibits to the RFP, all of which are required to be incorporated into this Contract to satisfy the requirements of a particular Commonwealth Agency, a particular agency of the Federal government with whom Commonwealth interacts or other third party.

(c) Each party shall:
(1) Notify the other party promptly of any known unauthorized possession, use or knowledge of the other party's Confidential Information by any person or entity. 
(2) Promptly furnish to the other party full details known by such party relating to the unauthorized possession, use or knowledge thereof and shall use reasonable efforts to assist the other party in investigating or preventing the recurrence of any unauthorized possession, use or knowledge of the other party's Confidential Information.
(3) Use reasonable efforts to cooperate with the other party in any litigation and investigation against third parties deemed necessary by the other party to protect its proprietary rights.
(4) Promptly use all reasonable efforts to prevent a recurrence of any such unauthorized possession, use or knowledge of the other party's Confidential Information.
(d) Each party shall bear the cost it incurs as a result of compliance with this Paragraph.  The obligations in this Paragraph shall not restrict any disclosure by either party pursuant to any applicable law or pursuant to the order of any court or other legal process or government agency of competent jurisdiction (provided that the disclosing party shall give prompt notice to the non-disclosing party of such order).  
(e) There shall be no restriction with respect to the use or disclosure of any ideas, concepts, know-how or data processing techniques developed alone or jointly with Commonwealth in connection with Services provided to Commonwealth under this Contractor.
(f) The Contractor shall use the following process when submitting information to the Commonwealth it believes to be confidential and/or proprietary information or trade secrets:

(1) Prepare an un-redacted version of the appropriate document, and

(2) Prepare a redacted version of the document that redacts the information that is asserted to be confidential or proprietary information or a trade secret, and

(3) Prepare a signed written statement that states: 

(i) the attached document contains confidential or proprietary information or trade secrets; 

(ii) the Contractor is submitting the document in both redacted and un-redacted format in accordance with 65 P.S. § 67.707(b); and

(iii) the Contractor is requesting that the document be considered exempt under 65 P.S. § 67.708(b)(11) from public records requests.

(4) Submit the two documents with the signed written statement to the Commonwealth.

(g) When the Contract expires or terminates, and at any other time at the written request of the Commonwealth, the Contractor must promptly return to the Commonwealth all of the Commonwealth’s Confidential Information and Data (and all copies of this information) that is in the Contractor’s possession or control, in whatever form. Unless the Commonwealth agrees or specifies otherwise, the Contractor shall also deliver to the Commonwealth or, if requested by the Commonwealth, delete or destroy any copies, duplicates, summaries, abstracts or other representations of any such Confidential Information or any part thereof, in whatever form, then in the Contractor’s possession or control in accordance with the “NIST Guidelines for Media Sanitization” (SP 800-88).

38. SENSITIVE INFORMATION 
(a) The Contractor shall not publish or otherwise disclose, except to the Commonwealth or the Contractor’s subcontractors, any information or data obtained hereunder from private individuals, organizations, or public agencies, in a way that allows the information or data furnished by or about any particular person or establishment to be identified.
(b) The parties shall not use or disclose any information about a recipient receiving services from, or otherwise enrolled in, a Commonwealth program affected by or benefiting from services under this Contract for any purpose not connected with the parties’ Contract responsibilities.
(c) Contractor, as directed, shall comply with all federal or state laws and regulations related to the use of information that constitutes protected health information (PHI) as defined by the regulations promulgated pursuant to the Health Insurance Portability and Accountability Act (HIPAA).  By signing this Contract, the Contractor agrees to the terms of the Business Associates Contract, which is incorporated into this Contract as Appendix A.  If Contract Participant, or relevant portion thereof, is a Covered Entity as defined in HIPAA, and the Contractor is performing the work of a Business Associate, the Contract Participant will fill in the blanks in the attached Appendix.  It is understood that Appendix A is only applicable if the Contract Participant indicates in writing to Contractor, specifying the work and scope intended to be subject to a Business Associates Contract, and only to the extent that Contractor and the Contract Participant agree in writing as to the specific application of Appendix A and the Business Associate Contract.  If not applicable to the entire Contract Participant, Appendix A is only applicable with respect to the internal entities indicated by the Contract Participant and agreed to by the Contractor.
(d) Contractor will comply with all obligations applicable to it under all applicable data protection legislation in relation to all personal data that is processed by it in the course of performing its obligations under this Contract including by:
(1) Maintaining a valid and up to date registration or notification under the data protection legislation; and 
(2) Complying with all data protection legislation applicable to cross border data flows of personal data and required security measures for personal data.
39. PATENT, COPYRIGHT, TRADEMARK, AND TRADE SECRET PROTECTION
(a) The Contractor shall hold the Commonwealth harmless from any suit or proceeding which may be brought by a third party against the Commonwealth, its departments, officers or employees for the alleged infringement of any United States or foreign patents, copyrights, or trademarks, or for a misappropriation of trade secrets arising out of performance of this Contract, including all work, services, materials, reports, studies, and computer programs provided by the Contractor, and in any such suit or proceeding will satisfy any final award for such infringement, including costs.  The Commonwealth agrees to give Contractor prompt notice of any such claim of which it learns.  Pursuant to the Commonwealth Attorneys Act 71 P.S. § 732-101, et seq., the Office of Attorney General (OAG) has the sole authority to represent the Commonwealth in actions brought against the Commonwealth.  The OAG may, however, in its sole discretion and under the terms it deems appropriate, delegate its right of defense.  If OAG delegates the defense to the Contractor, the Commonwealth will cooperate with all reasonable requests of Contractor made in the defense of such suits.  No settlement which prevents the Commonwealth from continuing to use the Developed Materials as provided herein shall be made without the Commonwealth's prior written consent.  In all events, the Commonwealth shall have the right to participate in the defense of any such suit or proceeding through counsel of its own choosing.  It is expressly agreed by the Contractor that, in the event it requests that the Commonwealth to provide support to the Contractor in defending any such claim, the Contractor shall reimburse the Commonwealth for all reasonable expenses (including attorneys' fees, if such are made necessary by the Contractor’s request) incurred by the Commonwealth for such support.  If OAG does not delegate the defense of the matter, the Contractor’s obligation to indemnify ceases.  The Contractor will, at its expense, provide whatever cooperation OAG requests in the defense of the suit.
(b) The Contractor agrees to exercise reasonable due diligence to prevent claims of infringement on the rights of third parties.  The Contractor certifies that, in all respects applicable to this Contract, it has exercised and will continue to exercise due diligence to ensure that all works produced under this Contract do not infringe on the patents, copyrights, trademarks, trade secrets or other proprietary interests of any kind which may be held by third parties.
(c) If the defense of the suit is delegated to the Contractor, the Contractor shall pay all damages and costs finally awarded therein against the Commonwealth, when such damages and costs are required to be paid.  If information and assistance are furnished by the Commonwealth at the Contractor’s written request, it shall be at the Contractor’s expense, but the responsibility for such expense shall be only that within the Contractor’s written authorization.
(d) If the products, materials, reports, studies, or computer programs furnished hereunder become subject to a claim of infringement of a United States patent, copyright, or trademark, or for a misappropriation of trade secret, or if any of the products, materials, reports, studies or computer programs provided by the Contractor are in such suit or proceeding held to constitute infringement and the use or publication thereof is enjoined, then without diminishing the Contractor’s obligation to satisfy any final award, the Contractor may, at its option and expense, substitute functional equivalents for the alleged infringing products, materials, reports, studies, or computer programs or, at the Contractor’s option and expense, obtain the rights for the Commonwealth to continue the use of such products, materials, reports, studies, or computer programs.
(e) If any of the products, materials, reports, studies, or computer programs provided by the Contractor are in such suit or proceeding held to constitute infringement and the use or publication thereof is enjoined, the Contractor shall, at its own expense and at its option, either procure the right to publish or continue use of such infringing products, materials, reports, studies, or computer programs, replace them with non-infringing items, or modify them so that they are no longer infringing.
(f) If the Contractor is unable to do any of the preceding, the Contractor agrees to pay the Commonwealth:
(1) Any amounts paid by the Commonwealth less a reasonable amount based on the acceptance and use of the deliverable;
(2) Any license fee less an amount for the period of usage of any software; and
(3) The prorated portion of any Fees representing the time remaining in any period of service for which payment was made.
(g) The obligations of the Contractor under this Section 45 (Patent, Copyright, Trademark, and Trade Secret Protection) continue without time limit and survive the termination of this Contract.
(h) Notwithstanding the above, the Contractor shall have no obligation for:
(1) Modification of any product, service, or deliverable provided by the Commonwealth or any third party, except for the Contractor or any of its Subcontractors;
(2) Any material provided by the Commonwealth to the Contractor and incorporated into, or used to prepare, a product, service, or deliverable;
(3) Use of the product, service, or deliverable in other than its specified operating environment;
(4) The combination, operation, or use of the product, service, or deliverable with other products, services, or deliverables not provided by the Contractor as a system or the combination, operation, or use of the product, service, or deliverable, with any products, data, or apparatus that the Contractor did not provide;
(5) Infringement of a non-Contractor product alone;
(6) The Commonwealth’s distribution, marketing or use beyond the scope contemplated by the Contract; 
(7) The Commonwealth’s failure to use corrections or enhancements made available to the Commonwealth by the Contractor at no charge; 
(8) Any infringement or claim thereof against the Commonwealth brought prior to the execution of this Contract, unless the infringement or claim relates to services provided by Contractor under another contract with the Commonwealth; or
(9) Infringement related to content provided by or on behalf of the Commonwealth, except as provided by the Contractor or any of its Subcontractors or suppliers.
(i) The obligation to defend and indemnify the Commonwealth, under the terms of this Section 39 (Patent, Copyright, Trademark, and Trade Secret Protection), shall be the Contractor’s sole and exclusive obligation and the Commonwealth’s sole and exclusive remedy against the Contractor for the infringement or misappropriation of intellectual property.
40. PROPRIETARY RIGHTS
41. ARTICLE 16.  PROPRIETARY RIGHTS"

(a) Commonwealth Softwaretc  \l 2 "16.01  Commonwealth Software".  As between Commonwealth and Contractor, all Commonwealth Software shall be and shall remain the exclusive property of Commonwealth or its licensors, and Contractor shall have no rights or interests in the Commonwealth Software by virtue of this Contract except as described in this Section 40 (Proprietary Rights) or elsewhere in this Contract.  Commonwealth hereby grants to Contractor, at no cost to Contractor, for the limited purpose of providing the Services, a nonexclusive, nontransferable, royalty‑free right (subject to the terms of any third party agreement to which Commonwealth is a party and which theretofore is disclosed to Contractor) to (1) have access to the Commonwealth Software, (2) copy the Commonwealth Software for archival purposes or as may otherwise be required by this Contract, (3) modify the Commonwealth Software as required by this Contract, if permitted by the Software licensing terms and pursuant to the terms of Commonwealth Third Party Software license agreement, if applicable, and (4) sublicense Contractor's subcontractors approved by Commonwealth to do any of the foregoing; provided, however, that neither Contractor nor any of its subcontractors may decompile or reverse engineer, or attempt to decompile or reverse engineer, any of the Commonwealth Software.  
As of the Effective Date and subject to the terms of any third party agreement to which Commonwealth is a party, (1) Commonwealth shall, at no cost to Contractor, provide Contractor with access to the Commonwealth Software in the form in use by Commonwealth as of the Effective Date and (2) Contractor, as part of the Services, shall compile and, as changes are made, update a list of all of the Commonwealth Software then in use by Contractor or any of its subcontractors in connection with Contractor's performance of the Services.  Upon the expiration or termination for any reason of Contractor's obligation to provide the Services or of this Contract, the rights granted to Contractor in this Section 40(a) shall immediately revert to Commonwealth or Commonwealth's designee, and Contractor forthwith shall, at no cost to Commonwealth, deliver to Commonwealth all of the Commonwealth Software (including any related source code and object code in Contractor's possession or under its control) in the form in use as of the effective date of such expiration or termination, together with a current copy of the list of Commonwealth Software in use as of the date of such expiration or termination.  Concurrently therewith, Contractor shall destroy or erase all other copies of any of the Commonwealth Software then in Contractor's possession or under its control unless otherwise instructed by Commonwealth; provided, however, pursuant to and if permitted by the Commonwealth’s license agreement for Commonwealth Third Party Software, if applicable,  that Contractor may retain one archival copy of such Commonwealth Software, including the Developed Software, until the later of six (6) years after such expiration or termination of this Contract and the final resolution of any actively asserted pending disputes between the parties, such retention being for the sole purpose of establishing Contractor's performance under this Contract.

(b) Contractor Software and Contractor Toolstc  \l 2 "16.02  Vendor Proprietary Software and Vendor Tools".  As between Commonwealth and Contractor, all Contractor Software and Contractor Tools shall be and shall remain the exclusive property of Contractor, and Commonwealth shall have no rights or interests in the Contractor Software or the Contractor Tools by virtue of this Contract except as described in this Section 40(b).  As part of the Services, Contractor shall during the Term (1) use the Contractor Software and the Contractor Tools to provide the Services, (2) make available the commercially available Contractor Software and the commercially available Contractor Tools to Commonwealth for use by Commonwealth solely in connection with the Services, and (3) maintain on Commonwealth's premises and make available to Commonwealth upon Commonwealth's request from time to time, for archival purposes only, a copy of the Contractor Software and the Contractor Tools owned by Contractor or its subcontractors and then being used by Contractor to provide the Services.  
Upon the expiration or termination for any reason of Contractor's obligation to provide the Services under this Contract and at the request of Commonwealth, Contractor shall, subject to mutually agreed terms and conditions, (1) grant, or cause its subcontractors to grant, to Commonwealth a nonexclusive, nontransferable license to use and, if permitted by the terms of mutually agreed terms and conditions relating thereto, modify and make derivative works of, and unless Commonwealth terminates this Contract pursuant to the terms of Section 32(a),(b), or (f) to grant to third parties engaged by Commonwealth the right to use and, if permitted by mutually agreed terms and conditions relating thereto, modify and make derivative works of, all or any portion of the commercially available Contractor Software and the commercially available Contractor Tools owned by Contractor or its subcontractors theretofore being used by Contractor in connection with the Services, the foregoing rights being granted to the extent reasonably necessary to facilitate Commonwealth's or such third party's performance of the activities or services substantially equivalent to the Services to be provided by Contractor under this Contract immediately prior to such expiration or termination and (2) deliver to Commonwealth the object code version of such commercially available Contractor Software and such commercially available Contractor Tools in the form being used by Contractor in connection with the Services immediately prior to such expiration or termination.  
It is understood and agreed by Contractor that the rights granted to Commonwealth hereunder in respect of the commercially available Contractor Software and the commercially available Contractor Tools shall not restrict Commonwealth from using such Contractor Software and such Contractor Tools in the manner in which such items were used by Contractor and its subcontractors to provide the Services immediately prior to the expiration or termination of this Contract.  The foregoing obligations of Contractor shall be subject to mutually agreed terms and conditions.  In consideration of the grant to Commonwealth of the foregoing license, Commonwealth shall be assessed license fees hereunder not in excess of any license fees therefor being offered, as of the date of termination, by Contractor or its subcontractors, to their respective state governmental customers generally, unless Commonwealth terminates this Contract pursuant to the terms of Section 32(a),(b) or (f), in which case the then-prevailing license fees of Contractor and its subcontractors, as applicable, shall apply.  The foregoing shall not limit or otherwise affect Commonwealth's obligations to pay third party assignment or transfer fees as contemplated in Section 33 (Termination Assistance); provided, however, that Commonwealth shall not be assessed any additional fees in respect thereof by Contractor.  

(c) Developed Documentation.   Documentation developed by Contractor specifically for the Commonwealth in connection with its performance under this Contract is the sole and exclusive property of the Commonwealth and shall be considered “works made for hire” under the United States Copyright Act of 1976, as amended, 17 United States Code. In the event that the documentation does not fall within the specifically enumerated works that constitute works made for hire under the United States copyright laws, Contractor agrees to assign and, upon their authorship or creation, expressly and automatically assigns all copyright interests, proprietary rights, trade secrets, and other right, title, and interest in and to such documentation to Commonwealth.  Commonwealth shall have all rights accorded an owner of copyright under the United States copyright laws including, but not limited to, the exclusive right to reproduce the documentation in multiple copies, the right to distribute, copies by sales or other transfers, the right to register all copyrights in its own name as author in the United States and in foreign countries, the right to prepare derivative works based upon the Creative Works and the right to display the documentation.  Upon completion or termination of this Contract, all working papers, files and other documents related to the documentation shall immediately be delivered by Contractor to the Commonwealth.  Contractor warrants that the documentation is original and does not infringe any copyright, patent, trademark, or other intellectual property right of any third party and are in conformance with the intellectual property laws of the United States.  Provided however that Commonwealth’s sole remedy for breach of this warranty is the indemnity contained in Section 39 (Patent, Copyright, Trademark, and Trade Secret Protection).
(d) All literary works, or other works of authorship (such as application programs, listings, programming tools, documentation, reports, drawings, procedure manuals and similar works) ("Developed Materials") developed hereunder shall be treated in accordance with the following general principles:
(1) If and to the extent Developed Materials modify, improve or enhance software programs generally licensed by Contractor to end-users, then such Developed Materials shall be the property of Contractor and Contractor hereby grants to Commonwealth a perpetual, non-exclusive, nontransferable, royalty-free license to use such Developed Materials in Commonwealth’s receipt and use of the Services;
(2) If and to the extent Developed Materials modify, improve or enhance software or other materials owned by Commonwealth or licensed to Commonwealth by a third party (i.e., a licensor other than Contractor or any Contractor agent), then such modification, improvement or enhancement and all related intellectual property rights therein shall, as between Commonwealth and Contractor, be the property of Commonwealth;
(3) If and to the extent Developed Materials constitute a newly created software program or module, and if Commonwealth funds the development cost thereof to any extent, then such software program or module and all related intellectual property rights therein shall be the property of Commonwealth; and
(4) If and to the extent Developed Materials constitute documentation, reports, drawings, procedure manuals and similar works, such Developed Materials shall be the property of Commonwealth.  Contractor will not place trademarks or copyright notices on any such Developed Materials.
(5) Any data related to the use of the Services by the Commonwealth shall be the property of the Commonwealth.  For this purpose, data includes ordering information, inventories, etc.  At the end of the Contract, regardless of how it is ended, or at any time requested by the Commonwealth, the Contractor will provide the Commonwealth with such data in a format specified by the Commonwealth.
(e) PRIVATE Residual Knowledgetc  \l 2 "16.04  Residual Knowledge".  Either Party, in the course of conducting business, may use any ideas, concepts, and know-how, relating to the Services which Contractor or Commonwealth (alone or jointly with the Commonwealth) develops or learns in connection with Contractor’s provision of Services to Commonwealth under this Contract. 

42. PUBLICATION RIGHTS AND/OR COPYRIGHTS
(a) The Contractor shall not publish any of the results of the work, which identify the Commonwealth, without the written permission of the Commonwealth.  The publication shall include the following statement:  “The opinions, findings, and conclusions expressed in this publication are those of the author and not necessarily those of the Commonwealth of Pennsylvania.”  The Contractor shall not include in the documentation any copyrighted matter, unless the Contractor provides the Commonwealth with written permission of the copyright owner.
(b) Except as otherwise provided in Section 40 (Proprietary Rights) and the confidentiality provisions of Section 37 (Confidentiality), the Commonwealth shall have unrestricted authority to reproduce, distribute, and use any submitted report or data designed or developed and delivered to the Commonwealth as part of the performance of the Contract.
(c) Rights and obligations of the parties under this Section 41 (Publication Rights and/or Copyrights) survive the termination of this Contract.
43. REPORTS AND DATA 
tc  \l 1 "ARTICLE 18.  REPORTS AND DATA"
(a) PRIVATE Datatc  \l 2 "18.01  Data".  Commonwealth shall supply to Contractor the Commonwealth Data in the form maintained by the Commonwealth on such time schedules as may be agreed to by Commonwealth and Contractor from time to time.   All Commonwealth Data is and shall remain the property of Commonwealth.  Subject to Section 40 (Proprietary Rights), the Commonwealth Data shall not be (1) used by Contractor or Contractor Agents other than in connection with providing the Services, and then only in accordance with the terms of this Contract, (2) disclosed, sold, assigned, leased or otherwise provided to third parties by Contractor or Contractor Agents without Commonwealth's consent and any applicable consent required by any federal governmental entity, or (3) commercially exploited by or on behalf of Contractor or Contractor Agents. 
(b) PRIVATE Reportstc  \l 2 "18.02  Reports".  As part of the Services, Contractor shall provide the Reports, in electronic form, to Commonwealth.  The Reports shall be prepared by Contractor and provided to the Commonwealth in a manner readable by a normal Windows based personal computer.  Acceptable formats include but are not limited to: Adobe Acrobat (PDF), Microsoft Word, Microsoft Excel, Microsoft PowerPoint, Text, Comma Separated Values (CSV).

(c) Correction of Errorstc  \l 2 "18.03  Correction of Errors".  In the event of any errors or inaccuracies in any of the Commonwealth Data or the Reports, or any other data processing errors or unexpected interruptions (e.g., "abends" or “freeze”), Contractor and Commonwealth shall work together in good faith, using all reasonable efforts and commencing immediately upon the discovery of the situation, to correct such error, inaccuracy or interruption.  The foregoing obligations of Contractor under this Section 42(c) shall be subject to any limitations placed upon Contractor's access to the Commonwealth Data by Commonwealth or pursuant to this Contract.  Promptly upon the completion of the correction of such error, inaccuracy or interruption, the Commonwealth Project Manager and the Contractor Project Manager shall meet to determine and document the cause thereof.  If the error, inaccuracy or interruption is determined to be caused by the error, negligence or omission of Contractor to perform an obligation under this Contract, there shall be no charge to Commonwealth for Contractor's participation in such correction.  If the error, inaccuracy or interruption is determined to be caused by the error, negligence or omission of Commonwealth to perform an obligation under this Contract, Commonwealth shall reimburse Contractor for Contractor's out-of-pocket expenses paid by Contractor to third parties (other than Contractor's or any Contractor's Agent's employees) for expertise not otherwise possessed by or available to Contractor and Contractor's expenses for its employees or the employees of any Contractor agent not theretofore engaged in the provision of the Services.
(d) PRIVATE Return of Datatc  \l 2 "18.04  Return of Data".  At no cost to Commonwealth and as part of the Services, Contractor shall, upon Commonwealth's request at any time and at the cessation of the Termination Assistance, (1) promptly return to Commonwealth, in the format and on the media in use as of the date of the request, all or the requested portion of the Commonwealth Data then in Contractor's possession or under its control and (2) erase or destroy all or the requested portion of Commonwealth Data then in Contractor's possession or under its control.  Commonwealth Data returned to the Commonwealth must be in a form that is freely accessible to the Commonwealth and not in a Contractor proprietary format.   

44. SECURITY AND PROTECTION OF INFORMATION 

(a) At all times during the Term, Contractor shall provide all Services, and use all resources related thereto, in a secure manner and in accordance with the Commonwealth’s security requirements, including the prevention and detection of fraud, abuse, or other inappropriate use or access of systems and networks by all appropriate means, including network management and maintenance applications and tools, and the use of appropriate encryption technologies. In addition, all Contractor personnel (including personnel of any Subcontractors) shall be subject to and shall at all times conform to the Commonwealth’s laws, rules, and requirements for the protection of premises, materials, equipment, and personnel, as they have been previously disclosed to Contractor in writing, including those set forth in the Exhibits to the RFP. Any violations or disregard of these rules shall be cause for denial of access by such personnel to the Commonwealth’s property. Contractor shall exercise due care and diligence to prevent any injury to person or damage to property while on the Commonwealth’s premises. The operation of Contractor vehicles or private vehicles of Contractor personnel on the Commonwealth’s property shall conform to posted and other regulations and safe driving practices. Vehicular accidents on the Commonwealth’s property and involving Contractor personnel shall be reported promptly to the appropriate Commonwealth’s security personnel. 
(b) The Pennsylvania State Police’s Criminal Justice Information Services Policy (“CJIS Policy”), is set forth in Exhibits G.6 and G.7, and is hereby incorporated by this reference into this Contract. Contractor acknowledges and agrees that it is bound by all applicable provisions of the CJIS Policy. Contractor and the Commonwealth further agree that, in accordance with the CJIS Policy, the Commonwealth does not anticipate and will not authorize any requests to Contractor for the criminal history record information covered by the CJIS Policy, because Contractor is performing an IT support function. The Commonwealth’s Office of Attorney General’s CHRIA Handbook, attached as Exhibit G.12 to the RFP, is also incorporated by reference into this Contract. Contractor acknowledges and agrees that it is bound by all applicable provisions of the CHRIA Handbook.
.
45. BACKGROUND CHECKS

(a) The Contractor must, at its expense, arrange for a background check for each of its employees, as well as for the employees of its subcontractors, who will have access to Commonwealth Services Locations, either through on site or remote access.  Background checks will not be conducted by the Commonwealth but rather will be conducted by Contractor or its subcontractors according to Contractor policy and practice and consistent with ITB-SEC009.  The background check must be conducted prior to initial access by a Contractor Personnel and every two (2) years thereafter or at a longer interval if required by applicable law.
(b) Before the Commonwealth will permit Contractor Personnel access to Commonwealth facilities, the Contractor must provide written confirmation to the office designated by the agency that the background check has been conducted.  If, at any time, it is discovered that Contractor Personnel has a criminal record that includes a felony or misdemeanor involving terroristic threats, violence, use of a lethal weapon, or breach of trust/fiduciary responsibility; or which raises concerns about building, system, or personal security, or is otherwise job-related, the Contractor shall notify the Commonwealth Contracting Officer immediately, shall not assign that employee to any Commonwealth facilities, shall remove any access privileges already given to the employee, and shall not permit that employee remote access to Commonwealth facilities or systems, unless the agency consents, in writing, prior to the access being provided.  The agency may withhold its consent at its sole discretion.  Failure of the Contractor to comply with the terms of this Paragraph may result in default of the Contractor under its Contract with the Commonwealth.

(c) The Commonwealth specifically reserves the right of the Commonwealth to conduct background checks over and above that described herein.

46. INSURANCE

(a) Contractor Insurance Requirementstc  \l 2 "14.01  Vendor and Primary Subcontractor Insurance Requirements".  During the Contract Term, Contractor shall maintain at its own expense, insurance of the type and in the amounts specified below and issued by companies authorized to conduct such business under the laws of Pennsylvania:

(1) Statutory workers' compensation in accordance with all applicable Federal, state and local requirements, and employer liability in an amount not less than $2,000,000 per occurrence;

(2) Comprehensive general public liability (including contractual liability insurance) in an amount not less than $5,000,000 per occurrence; 

(3) Comprehensive automobile liability covering all vehicles that Contractor owns, hires, or leases in an amount not less than $5,000,000 per occurrence (combined single limit for bodily injury and property damages). 

(4) Personal property insurance, on a replacement basis, covering all of Contractor's and Contractor's Agents' personal property located at any Contractor Services Location.

(5) Professional liability/error & omission in the aggregate amount of not less than $15,000,000.

(6) Comprehensive crime insurance in an amount of not less than $15,000,000 per claim.

(7) Network/Cyber Liability Insurance (including coverage for Technology Professional Liability if not covered under Contractor’s Professional Liability/Errors and Omissions Insurance referenced above) in the amount of $20,000,000, per occurrence. 

(8) Umbrella/excess in an aggregate amount of not less than $30,000,000.

(b) Insurance Requirements for Subcontractors.  During the Contract Term, Contractor shall require each of its subcontractors listed in Schedule L (Approved Subcontractors) and any other subcontractors performing any Services on-site at any of the Contractor Services Locations, to maintain at their own expense or Contractor's expense, insurance of the type and in the amounts specified below:
(1) Statutory workers’ compensation in accordance with all applicable Federal, state and local requirements, and employer liability in an amount not less than $1,000,000 per occurrence;

(2) Comprehensive general public liability (including contractual liability insurance) in an amount not less than $2,000,000 per occurrence;

(3) If any of the subcontractor personnel will be on-site at any of the Commonwealth's or Contractor's facilities, comprehensive automobile liability covering all vehicles owned, hired or leased by that Subcontractor and in an amount not less than $2,000,000 per occurrence (combined single limit for bodily injury and property damages); 

(4) If the subcontractor personnel will be on-site at any of Commonwealth's or Contractor's facilities, personal property insurance, on a replacement basis, covering all of that Subcontractor's personal property located at any such facilities; and

(5) Network/Cyber Liability Insurance (including coverage for Technology Professional Liability if not covered under Contractor’s Professional Liability/Errors and Omissions Insurance referenced above) in the amount of $10,000,000, per occurrence; and

(6) Errors & Omissions liability in the amount of $2,000,000 each claim and aggregate (if applicable).
(c) Prior to the expiration of any then effective insurance policy, Contractor shall furnish to Commonwealth certificates of insurance or other appropriate documentation (including evidence of renewal of insurance) evidencing all coverage referenced in this Section 45 (Insurance), as applicable, and naming Commonwealth as an additional insured to the extent of Contractor's indemnities contained in this Contract.  Contractor shall have included in all policies of insurance required hereunder a waiver by the insurer of all right of subrogation against Commonwealth in connection with any loss or damage thereby insured against.  Such certificates or other documentation will include a provision whereby thirty (30) days' notice must be received by Commonwealth prior to coverage cancellation or alteration of the coverage by either Contractor or its subcontractors or the applicable insurer.  Such cancellation or alteration shall not relieve Contractor of its continuing obligation to maintain insurance coverage in accordance with this Section 45(Insurance). 

(d) For purposes hereof, Contractor and such subcontractors may maintain “umbrella” insurance policies to fulfill the foregoing insurance requirements, as appropriate.

47. WARRANTIES
(a) Contractor represents, warrants and covenants that as of the Contract’s Effective Date:
(1) It is a corporation duly incorporated, validly existing, and in good standing under the laws of _________.
(2) It has all requisite corporate power and authority to execute, deliver, and perform its obligations under this Contract.
(3) Contractor is duly licensed, authorized and qualified to do business and is in good standing in Pennsylvania and in every other jurisdiction where Services will be performed by Contractor pursuant to this Contract in which a license, authorization or qualification is required for the ownership or leasing of its assets or the transaction of business of the character transacted by it except where the failure to be so licensed, authorized or qualified would not have a material adverse effect on Contractor's ability to fulfill its obligations under this Contract.
(4) The execution, delivery and performance of this Contract by Contractor has been duly authorized by Contractor.
(5) Contractor shall comply with all applicable Federal, state and local laws and regulations applicable to Contractor and shall obtain all applicable permits and licenses required of Contractor in connection with its obligations under this Contract.
(6) Contractor has not disclosed any Confidential Information of Commonwealth.
(7) The Contractor Software does not and will not, and the Developed Software and the Services will not, infringe upon the proprietary rights of any third party, provided that Contractor will have no obligation with respect to any losses to the extent the same arise out of or in connection with Commonwealth's modification or misuse of equipment, systems, programs, or products or Commonwealth's combination, operation or use with devices, data, equipment, systems, programs or products not furnished by Contractor under this Contract. 
(8) Contractor Personnel and Subcontractors that Contractor will use to provide and perform the Services have and during the Term will have, the suitable knowledge, skills, experience, qualifications and resources to provide and perform the Services: 
(i) In accordance with the Contract; and 
(ii) In a diligent, workmanlike manner with due care and skill, consistent with the required level of quality and performance and in accordance with the Service Levels. 
(9) The Services will comply with standards set in the Commonwealth’s IT Bulletins as issued from time to time, and all internal policies and procedures as set from time to time and as a provided to Contractor.
(10) Contractor shall cooperate fully with Commonwealth and with any third party appointed by Commonwealth to the extent that such cooperation may be necessary to permit Commonwealth or such third parties to complete any work related to or impacted by the Services provided to Commonwealth by Contractor under the Contract.  
(11) Contractor shall collaborate fully with Commonwealth or with any third party appointed by Commonwealth to the extent that such cooperation may be necessary to permit Commonwealth or such third parties to in-source or transfer to a third party any aspect of the Services then provided by Contractor under the Contract.
(b) Commonwealth represents, warrants and covenants that as of the Contract’s Effective Date:
(1) It is a sovereign entity and has all requisite power and authority to execute, deliver, and perform its obligations under this Contract.
(2) It has, or at any time of provision to Contractor, will have the right to use and to disclose to Contractor and Contractor Agents and to allow Contractor and Contractor Agents to use in accordance with the terms of this Contract any Commonwealth Software so disclosed to Contractor.  
48. Contractor RESPONSIBILITY PROGRAM

(a) The Contractor certifies, for itself and all its subcontractors, that as of the date of its execution of this Bid/Contract, that neither the Contractor, nor any subcontractors, nor any suppliers are under suspension or debarment by the Commonwealth or any governmental entity, instrumentality, or authority and, if the Contractor cannot so certify, then it agrees to submit, along with its Bid, a written explanation of why such certification cannot be made.

(b) The Contractor must also certify, in writing, that as of the date of its execution of this Bid/Contract, it has no tax liabilities or other Commonwealth obligations.

(c) The Contractor’s obligations pursuant to these provisions are ongoing from and after the effective date of the contract through the termination date thereof.  Accordingly, the Contractor shall have an obligation to inform the Commonwealth if, at any time during the term of the Contract, it becomes delinquent in the payment of taxes, or other Commonwealth obligations, or if it or any of its subcontractors are suspended or debarred by the Commonwealth, the federal government, or any other state or governmental entity.  Such notification shall be made within 15 days of the date of suspension or debarment.

(d) The failure of the Contractor to notify the Commonwealth of its suspension or debarment by the Commonwealth, any other state, or the federal government shall constitute an event of default of the Contract with the Commonwealth.

(e) The Contractor agrees to reimburse the Commonwealth for the reasonable costs of investigation incurred by the Office of State Inspector General for investigations of the Contractor’s compliance with the terms of this or any other agreement between the Contractor and the Commonwealth, which results in the suspension or debarment of the Contractor.  Such costs shall include, but shall not be limited to, salaries of investigators, including overtime; travel and lodging expenses; and expert witness and documentary fees.  The Contractor shall not be responsible for investigative costs for investigations that do not result in the Contractor’s suspension or debarment.

(f) The Contractor may obtain a current list of suspended and debarred Commonwealth contractors by either searching the internet at http://www.dgs.state.pa.us or contacting the:




Department of General Services




Office of Chief Counsel




603 North Office Building




Harrisburg, PA  17125




Telephone No. (717) 783-6472




FAX No. (717) 787-9138

49. OFFSET PROVISION FOR COMMONWEALTH CONTRACTS
The Contractor agrees that the Commonwealth may set off the amount of any state tax liability or other obligation of the Contractor or its subsidiaries to the Commonwealth against any payments due the Contractor under any contract with the Commonwealth.
50. TAXES-FEDERAL, STATE, AND LOCAL
(a) Commonwealth Exemptiontc  \l 2 "23.01
Commonwealth Exemption".  No taxes from which the Commonwealth is exempt shall be included in the Fee.  The Commonwealth is exempt from all excise taxes imposed by the Internal Revenue Service and has accordingly registered with the Internal Revenue Service to make tax-free purchases under registration No. 23-23740001-K. With the exception of purchases of the following items, no exemption certificates are required and none will be issued: undyed diesel fuel, tires, trucks, gas-guzzler emergency vehicles, and sports fishing equipment. The Commonwealth is also exempt from Pennsylvania sales tax, local sales tax, public transportation assistance taxes, and fees and vehicle rental tax. The Department of Revenue regulations provide that exemption certificates are not required for sales made to governmental entities and none will be issued.  

(b) PRIVATE Contractor Taxestc  \l 2 "23.02
Vendor Taxes".  Fees are inclusive of any applicable sales, use, personal property and other taxes attributable to periods on or after the Effective Date and based upon or measured by Contractor's cost in acquiring or providing equipment, materials, supplies or services furnished or used by Contractor in performing or furnishing the Services, including without limitation, all personal property and use taxes, if any, due on Contractor Machines.  

(c) PRIVATE Segregation of Feestc  \l 2 "23.03
Segregation of Fees".  Commonwealth and Contractor shall cooperate to segregate the Fees into the following separate payment streams:  (1) those for Services, and (2) those for which Contractor functions merely as a paying agent for Commonwealth in receiving goods, supplies, or services (including leasing and licensing arrangements). 

51. POLICIES AND PROCEDURES
Contractor shall comply with the most stringent of:
(a) Commonwealth standards set out in IT Bulletins, standards and procedures related to the Services, including but not limited to those governing security, treatment of personal information, quality, change, and problem management, safety, data privacy and data security, and pervasive and transaction controls; provided, however that the Contractor may submit a request under Section 27 (Change Control), if it believes that it has incurred costs or delay in complying with this Section due to changes in the IT Bulletins, standards and procedures related to the Services; or 
(b) The policies, standard and procedures that are generally adopted by leading providers of Services similar in scope, scale and geographic coverage to the outsourced Services.
52. AUDIT OBLIGATIONS
(a) SINGLE AUDIT ACT OF 1984
In compliance with the Single Audit Act of 1984, the Contractor agrees to the following:
(1) This Contract is subject to audit by federal and state agencies or their authorized representative in accordance with the auditing standards promulgated by the Comptroller General of the United States and specified in Government Auditing Standards, 1994 Revisions (Yellow Book).
(2) The audit requirement of this Contract will be satisfied if a single audit is performed under the provisions of the Single Audit Act of 1984, 31 U.S.C. § 7501, et seq., and all rules and regulations promulgated pursuant to the Act.
(3) The Commonwealth reserves the right for federal and state agencies or their authorized representatives to perform additional audits of a financial/compliance, economy/efficiency, or program results nature, if deemed necessary.
(4) The Contractor further agrees to comply with requirements that may be issued by the state agency upon receipt of additional guidance received from the federal government regarding the Single Audit Act of 1984.
(b) Access by Commonwealth
(1) Processingtc  \l 2 "24.02  Processing".  Upon reasonable written notice from Commonwealth, Contractor and Contractor Agents shall provide such auditors and inspectors with access to the Services Locations and the Software and the Machines for the purpose of performing audits or inspections of the Services and the operations of Commonwealth and Contractor, subject always to Contractor's reasonable security requirements.  Contractor shall provide, and shall cause Contractor Agents to provide, to such auditors and inspectors any reasonable assistance that they may require.  If any such audit results in Contractor being notified that it or any Contractor Agent is not in compliance with any law, regulation, audit requirement or generally accepted accounting principle relating to the Services, Contractor shall, and shall cause such Contractor Agent to, promptly take actions to comply with such law, regulation, audit requirement or generally accepted accounting principle.  Commonwealth shall bear the expense of any such compliance that is (1) required by a law, regulation or other audit requirement relating to Commonwealth's operations to the extent the same was first enacted on or after the Effective Date or (2) necessary due to Commonwealth's noncompliance with any law, regulation or audit requirement imposed on Commonwealth.  Contractor shall bear the expense of any such response that is (1) required by a law, regulation or other audit requirement relating to Contractor's business or enacted prior to the Effective Date, (2) to be performed by Contractor as part of the Services, or (3) necessary due to Contractor's noncompliance with any law, regulation or audit requirement imposed on Contractor.  As part of the Services, Contractor shall provide to Commonwealth summary data of those portions of Contractor's and Contractor Agents' internal audit reports relating solely to the Services.

(2) Feestc  \l 2 "24.03  Fees".  Upon reasonable written notice from Commonwealth, Contractor shall provide such auditors and inspectors with access to such financial records and supporting documentation as may reasonably be requested by Commonwealth, and such auditors and inspectors may audit the Fees charged to Commonwealth to determine that such Fees are accurate and in accordance with this Contract.  

(3) Overchargestc  \l 2 "24.04  Overcharges".  If, as a result of such audit, Commonwealth determines that Contractor has overcharged Commonwealth, Commonwealth shall notify Contractor of the amount of such overcharge and Contractor shall promptly pay to Commonwealth the amount of the overcharge, plus interest at the rate of six percent (6%) per annum, calculated from the date of receipt by Contractor of the overcharged amount until the date of repayment to Commonwealth.   In the event any such audit reveals an overcharge to Commonwealth during any calendar month during the Term exceeding fifteen percent (15%) of all Fees in the aggregate paid by Commonwealth in respect of such calendar month, Contractor shall reimburse Commonwealth for the cost of such audit.  If as a result of such audit, Commonwealth or Contractor determines that Contractor has undercharged Commonwealth, Commonwealth shall promptly pay to Contractor the amount of such undercharge, without interest.  Any disagreement between the parties with regard to the results of any such audit shall be treated as a dispute between the parties subject to the provisions of Section 34 (Contract Controversies).
(4) Record Retentiontc  \l 2 "24.05  Record Retention".  As part of the Services, Contractor shall (1) retain records and supporting documentation sufficient to document the Services and the Fees paid or payable by Commonwealth under this Contract for at least three (3) years after the expiration or termination of this Contract or until all questioned items relating to such records and documentation are resolved by the parties, whichever is later, and (2) upon notice from Commonwealth, provide such auditors and inspectors as are designated by Commonwealth with reasonable access to such records and documentation for inspection, audit and reproduction.  Such records and documentation shall be in such detail as will properly reflect, in accordance with generally accepted accounting principles, all charges claimed under the provisions of this Contract.  Any such records which relate to litigation or the settlement of claims arising out of the performance of this Contract, or any Fees as to which exception has been taken by the auditors, shall be retained by Contractor until such litigation, claims, or exceptions have been finally resolved.  Such audit shall not require Contractor to disclose cost, profit and overhead data, including direct and indirect rates, markups, profit margins or confidential employee records or other trade secret information. 

(5) Inclusion in Subcontractstc  \l 2 "24.06  Inclusion in Subcontracts".  The provisions of this Section 51 (Audit Obligations), except for Section 51(b)3, shall be applicable to and included in each subcontract under this Contract.

53. VIRUS AND MALICIOUS CODE
(a) The Contractor shall be liable for any damage to any data and/or software owned or licensed by the Commonwealth if the Contractor or any of its employees, subcontractors or consultants introduces a virus or malicious, mischievous or destructive programming into the Commonwealth’s software or computer networks and has failed to comply with the Commonwealth software security standards.  The Commonwealth must demonstrate that the Contractor or any of its employees, subcontractors or consultants introduced the virus or malicious, mischievous or destructive programming.  The Contractor’s liability shall cease if the Commonwealth has not fully complied with its own software security standards.  

(b) The Contractor shall be liable for any damages incurred by the Commonwealth including, but not limited to, the expenditure of Commonwealth funds to eliminate or remove a computer virus or malicious, mischievous or destructive programming that result from the Contractor’s failure to take proactive measures to keep virus or malicious, mischievous or destructive programming from originating from the Contractor or any of its employees, subcontractors or consultants through appropriate firewalls and maintenance of anti-virus software and software security updates (such as operating systems security patches, etc.).

(c) In the event of destruction or modification of software, the Contractor shall eliminate the virus, malicious, mischievous or destructive programming, restore the Commonwealth’s software, and be liable to the Commonwealth for any resulting damages.

(d) The Contractor shall be responsible for reviewing Commonwealth software security standards and complying with those standards.

(e) The Commonwealth may, at any time, audit, by a means deemed appropriate by the Commonwealth, any computing devices being used by representatives of the Contractor to provide Services to the Commonwealth for the sole purpose of determining whether those devices have anti-virus software with current virus signature files and the current minimum operating system patches or workarounds have been installed.  Devices found to be out of compliance will immediately be disconnected and will not be permitted to connect or reconnect to the Commonwealth network until the proper installations have been made.

(f) The Contractor may use the anti-virus software used by the Commonwealth to protect Contractor’s computing devices used in the course of providing services to the Commonwealth. It is understood that the Contractor may not install the software on any computing device not being used to provide services to the Commonwealth, and that all copies of the software will be removed from all devices upon termination of this Contract.

(g) The Commonwealth will not be responsible for any damages to the Contractor’s computers, data, software, etc. caused as a result of the installation of the Commonwealth’s anti-virus software or monitoring software on the Contractor’s computers.

54. THE AMERICANS WITH DISABILITIES ACT
During the term of this Contract, the Contractor agrees as follows:

(h) Pursuant to federal regulations promulgated under the authority of The Americans With Disabilities Act, 28 C.F.R.§ 35.101, et seq., the Contractor understands and agrees that no individual with a disability shall, on the basis of the disability, be excluded from participation in this Contract or from activities provided for under this Contract.  As a condition of accepting and executing this Contract, the Contractor agrees to comply with the General Prohibitions Against Discrimination, 28 C.F.R. § 35.130, and all other regulations promulgated under Title II of The Americans With Disabilities Act which are applicable to the benefits, services, programs, and activities provided by the Commonwealth of Pennsylvania through Contracts with outside Contractors.

(i) The Contractor shall be responsible for and agrees to indemnify and hold harmless the Commonwealth of Pennsylvania from losses, damages, expenses claims, demands, suits, and actions brought by any party against the Commonwealth of Pennsylvania as a result of the Contractor’s failure to comply with the provisions of subsection (a) above.

55. NONDISCRIMINATION CLAUSE/SEXUAL HARASSMENT CLAUSE
The Contractor agrees: 

(a) In the hiring of any employee(s) for the manufacture of supplies, performance of work, or any other activity required under the contract or any subcontract, the Contractor, each subcontractor, or any person acting on behalf of the Contractor or subcontractor shall not, by reason of gender, race, creed, or color, discriminate against any citizen of this Commonwealth who is qualified and available to perform the work to which the employment relates. 

(b) Neither the Contractor nor any subcontractor nor any person on their behalf shall in any manner discriminate against or intimidate any employee involved in the manufacture of supplies, the performance of work, or any other activity required under the contract on account of gender, race, creed, or color. 

(c) The Contractor and each subcontractor shall establish and maintain a written sexual harassment policy and shall inform their employees of the policy. The policy must contain a notice that sexual harassment will not be tolerated and employees who practice it will be disciplined. 

(d) The Contractor and each subcontractor shall not discriminate by reason of gender, race, creed, or color against any subcontractor or supplier who is qualified to perform the work to which the contracts relates. 

(e) The Contractor and each subcontractor shall, within the time periods requested by the Commonwealth, furnish all necessary employment documents and records and permit access to their books, records, and accounts by the contracting agency and the Bureau of Small Business Opportunities (BSBO), for purpose of ascertaining compliance with provisions of this Nondiscrimination/Sexual Harassment Clause. Within fifteen (15) days after award of any contract, the Contractor shall be required to complete, sign and submit Form STD-21, the “Initial Contract Compliance Data” form. If the contract is a construction contract, then the Contractor shall be required to complete, sign and submit Form STD-28, the “Monthly Contract Compliance Report for Construction Contractors”, each month no later than the 15th of the month following the reporting period beginning with the initial job conference and continuing through the completion of the project. Those contractors who have fewer than five employees or whose employees are all from the same family or who have completed the Form STD-21 within the past 12 months may, within the 15 days, request an exemption from the Form STD-21 submission requirement from the contracting agency. 

(f) The Contractor shall include the provisions of this Nondiscrimination/Sexual Harassment Clause in every subcontract so that those provisions applicable to subcontractors will be binding upon each subcontractor. 

(g) The Commonwealth may cancel or terminate the contract and all money due or to become due under the contract may be forfeited for a violation of the terms and conditions of this Nondiscrimination/Sexual Harassment Clause. In addition, the agency may proceed with debarment or suspension and may place the Contractor in the Contractor Responsibility File.

56. Contractor INTEGRITY PROVISIONS
It is essential that those who seek to contract with the Commonwealth of Pennsylvania observe high standards of honesty and integrity. They must conduct themselves in a manner that fosters public confidence in the integrity of the Commonwealth procurement process. 

In furtherance of this policy, Contractor agrees to the following: 

(a) Contractor shall maintain the highest standards of honesty and integrity during the performance of this contract and shall take no action in violation of state or federal laws or regulations or any other applicable laws or regulations, or other requirements applicable to Contractor or that govern contracting with the Commonwealth. 

(b) Contractor shall establish and implement a written business integrity policy, which includes, at a minimum, the requirements of these provisions as they relate to Contractor employee activity with the Commonwealth and Commonwealth employees, and which is distributed and made known to all Contractor employees. 

(c) Contractor, its affiliates, agents and employees shall not influence, or attempt to influence, any Commonwealth employee to breach the standards of ethical conduct for Commonwealth employees set forth in the Public Official and Employees Ethics Act, 65 Pa.C.S. §§1101 et seq.; the State Adverse Interest Act, 71 P.S. §776.1 et seq.; and the Governor’s Code of Conduct, Executive Order 1980-18, 4 Pa. Code §7.151 et seq., or to breach any other state or federal law or regulation. 

(d) Contractor, its affiliates, agents and employees shall not offer, give, or agree or promise to give any gratuity to a Commonwealth official or employee or to any other person at the direction or request of any Commonwealth official or employee. 

(e) Contractor, its affiliates, agents and employees shall not offer, give, or agree or promise to give any gratuity to a Commonwealth official or employee or to any other person, the acceptance of which would violate the Governor’s Code of Conduct, Executive Order 1980-18, 4 Pa. Code §7.151 et seq. or any statute, regulation, statement of policy, management directive or any other published standard of the Commonwealth. 

(f) Contractor, its affiliates, agents and employees shall not, directly or indirectly, offer, confer, or agree to confer any pecuniary benefit on anyone as consideration for the decision, opinion, recommendation, vote, other exercise of discretion, or violation of a known legal duty by any Commonwealth official or employee. 

(g) Contractor, its affiliates, agents, employees, or anyone in privity with him or her shall not accept or agree to accept from any person, any gratuity in connection with the performance of work under the contract, except as provided in the contract.

(h) Contractor shall not have a financial interest in any other contractor, subcontractor, or supplier providing services, labor, or material on this project, unless the financial interest is disclosed to the Commonwealth in writing and the Commonwealth consents to Contractor’s financial interest prior to Commonwealth execution of the contract. Contractor shall disclose the financial interest to the Commonwealth at the time of bid or proposal submission, or if no bids or proposals are solicited, no later than Contractor’s submission of the contract signed by Contractor. 

(i) Contractor, its affiliates, agents and employees shall not disclose to others any information, documents, reports, data, or records provided to, or prepared by, Contractor under this contract without the prior written approval of the Commonwealth, except as required by the Pennsylvania Right-to-Know Law, 65 P.S. §§ 67.101-3104, or other applicable law or as otherwise provided in this contract. Any information, documents, reports, data, or records secured by Contractor from the Commonwealth or a third party in connection with the performance of this contract shall be kept confidential unless disclosure of such information is: 

(1) Approved in writing by the Commonwealth prior to its disclosure; or 

(2) Directed by a court or other tribunal of competent jurisdiction unless the contract requires prior Commonwealth approval; or 

(3) Required for compliance with federal or state securities laws or the requirements of national securities exchanges; or 

(4) Necessary for purposes of Contractor’s internal assessment and review; or 

(5) Deemed necessary by Contractor in any action to enforce the provisions of this contract or to defend or prosecute claims by or against parties other than the Commonwealth; or 

(6) Permitted by the valid authorization of a third party to whom the information, documents, reports, data, or records pertain: or 

(7) Otherwise required by law. 

(j) Contractor certifies that neither it nor any of its officers, directors, associates, partners, limited partners or individual owners has been officially notified of, charged with, or convicted of any of the following and agrees to immediately notify the Commonwealth agency contracting officer in writing if and when it or any officer, director, associate, partner, limited partner or individual owner has been officially notified of, charged with, convicted of, or officially notified of a governmental determination of any of the following: 

(1) Commission of embezzlement, theft, forgery, bribery, falsification or destruction of records, making false statements or receiving stolen property. 

(2) Commission of fraud or a criminal offense or other improper conduct or knowledge of, approval of or acquiescence in such activities by Contractor or any affiliate, officer, director, associate, partner, limited partner, individual owner, or employee or other individual or entity associated with: 

i. obtaining;

ii. attempting to obtain; or 

iii. performing a public contract or subcontract. 

Contractor’s acceptance of the benefits derived from the conduct shall be deemed evidence of such knowledge, approval or acquiescence. 

(3) Violation of federal or state antitrust statutes. 

(4) Violation of any federal or state law regulating campaign contributions. 

(5) Violation of any federal or state environmental law. 

(6) Violation of any federal or state law regulating hours of labor, minimum wage standards or prevailing wage standards; discrimination in wages; or child labor violations. 

(7) Violation of the Act of June 2, 1915 (P.L.736, No. 338), known as the Workers’ Compensation Act, 77 P.S. 1 et seq. 

(8) Violation of any federal or state law prohibiting discrimination in employment. 

(9) Debarment by any agency or department of the federal government or by any other state. 

(10) Any other crime involving moral turpitude or business honesty or integrity. 

Contractor acknowledges that the Commonwealth may, in its sole discretion, terminate the contract for cause upon such notification or when the Commonwealth otherwise learns that Contractor has been officially notified, charged, or convicted. 

(k) If this contract was awarded to Contractor on a non-bid basis, Contractor must, (as required by Section 1641 of the Pennsylvania Election Code) file a report of political contributions with the Secretary of the Commonwealth on or before February 15 of the next calendar year. The report must include an itemized list of all political contributions known to Contractor by virtue of the knowledge possessed by every officer, director, associate, partner, limited partner, or individual owner that has been made by: 

(1) Any officer, director, associate, partner, limited partner, individual owner or members of the immediate family when the contributions exceed an aggregate of one thousand dollars ($1,000) by any individual during the preceding year; or 

(2) Any employee or members of his immediate family whose political contribution exceeded one thousand dollars ($1,000) during the preceding year. 

To obtain a copy of the reporting form, Contractor shall contact the Bureau of Commissions, Elections and Legislation, Division of Campaign Finance and Lobbying Disclosure, Room 210, North Office Building, Harrisburg, PA 17120.

(l) Contractor shall comply with requirements of the Lobbying Disclosure Act, 65 Pa.C.S. § 13A01 et seq., and the regulations promulgated pursuant to that law. Contractor employee activities prior to or outside of formal Commonwealth procurement communication protocol are considered lobbying and subjects the Contractor employees to the registration and reporting requirements of the law. Actions by outside lobbyists on Contractor’s behalf, no matter the procurement stage, are not exempt and must be reported. 

(m) When Contractor has reason to believe that any breach of ethical standards as set forth in law, the Governor’s Code of Conduct, or in these provisions has occurred or may occur, including but not limited to contact by a Commonwealth officer or employee which, if acted upon, would violate such ethical standards, Contractor shall immediately notify the Commonwealth contracting officer or Commonwealth Inspector General in writing. 

(n) Contractor, by submission of its bid or proposal and/or execution of this contract and by the submission of any bills, invoices or requests for payment pursuant to the contract, certifies and represents that it has not violated any of these contractor integrity provisions in connection with the submission of the bid or proposal, during any contract negotiations or during the term of the contract. 

(o) Contractor shall cooperate with the Office of Inspector General in its investigation of any alleged Commonwealth employee breach of ethical standards and any alleged Contractor non-compliance with these provisions. Contractor agrees to make identified Contractor employees available for interviews at reasonable times and places. Contractor, upon the inquiry or request of the Office of Inspector General, shall provide, or if appropriate, make promptly available for inspection or copying, any information of any type or form deemed relevant by the Inspector General to Contractor's integrity and compliance with these provisions. Such information may include, but shall not be limited to, Contractor's business or financial records, documents or files of any type or form that refers to or concern this contract. 

(p) For violation of any of these Contractor Integrity Provisions, the Commonwealth may terminate this and any other contract with Contractor, claim liquidated damages in an amount equal to the value of anything received in breach of these provisions, claim damages for all additional costs and expenses incurred in obtaining another contractor to complete performance under this contract, and debar and suspend Contractor from doing business with the Commonwealth. These rights and remedies are cumulative, and the use or non-use of any one shall not preclude the use of all or any other. These rights and remedies are in addition to those the Commonwealth may have under law, statute, regulation, or otherwise. 

(q) For purposes of these Contractor Integrity Provisions, the following terms shall have the meanings found in this Section (q). 

(1) “Confidential information” means information that a) is not already in the public domain; b) is not available to the public upon request; c) is not or does not become generally known to Contractor from a third party without an obligation to maintain its confidentiality; d) has not become generally known to the public through an act or omission of Contractor; or e) has not been independently developed by Contractor without the use of confidential information of the Commonwealth.

(2) “Consent” means written permission signed by a duly authorized officer or employee of the Commonwealth, provided that where the material facts have been disclosed, in writing, by pre-qualification, bid, proposal, or contractual terms, the Commonwealth shall be deemed to have consented by virtue of execution of this contract. 

(3) “Contractor” means the individual or entity that has entered into this contract with the Commonwealth, including those directors, officers, partners, managers, and owners having more than a five percent interest in Contractor. 

(4) “Financial interest” means: 

i. Ownership of more than a five percent interest in any business; or 

ii. Holding a position as an officer, director, trustee, partner, employee, or holding any position of management. 

(5) “Gratuity” means tendering, giving or providing anything of more than nominal monetary value including, but not limited to, cash, travel, entertainment, gifts, meals, lodging, loans, subscriptions, advances, deposits of money, services, employment, or contracts of any kind. The exceptions set forth in the Governor’s Code of Conduct, Executive Order 1980-18, the 4 Pa. Code §7.153(b), shall apply. 

(6) “Immediate family” means a spouse and any unemancipated child. 

(7) “Non-bid basis” means a contract awarded or executed by the Commonwealth with Contractor without seeking bids or proposals from any other potential bidder or offeror. 

(8) “Political contribution” means any payment, gift, subscription, assessment, contract, payment for services, dues, loan, forbearance, advance or deposit of money or any valuable thing, to a candidate for public office or to a political committee, including but not limited to a political action committee, made for the purpose of influencing any election in the Commonwealth of Pennsylvania or for paying debts incurred by or for a candidate or committee before or after any election. 

57. RIGHT-TO-KNOW LAW

(a) The Pennsylvania Right-to-Know Law, 65 P.S. §§ 67.101-3104, (“RTKL”) applies to this Contract.  

(b) If the Commonwealth requires the Contractor’s assistance in any matter arising out of the RTKL related to this Contract, it shall notify the Contractor using the legal contact information provided in this Contract.  The Contractor, at any time, may designate a different contact for such purpose upon reasonable prior written notice to the Commonwealth.

(c) Upon written notification from the Commonwealth that it requires the Contractor’s assistance in responding to a request under the RTKL for information related to this Contract that may be in the Contractor’s possession, constituting, or alleged to constitute, a public record in accordance with the RTKL (“Requested Information”), the Contractor shall:

(1) Provide the Commonwealth, within ten (10) calendar days after receipt of written notification, access to, and copies of, any document or information in the Contractor’s possession arising out of this Contract that the Commonwealth reasonably believes is Requested Information and may be a public record under the RTKL; and

(2) Provide such other assistance as the Commonwealth may reasonably request, in order to comply with the RTKL with respect to this Contract.  

(d) If the Contractor considers the Requested Information to include a request for a Trade Secret or Confidential Proprietary Information, as those terms are defined by the RTKL, or other information that the Contractor considers exempt from production under the RTKL, the Contractor must notify the Commonwealth and provide, within seven (7) calendar days of receiving the written notification,  a written statement signed by a representative of the Contractor explaining why the requested material is exempt from public disclosure under the RTKL. 

(e) The Commonwealth will rely upon the written statement from the Contractor in denying a RTKL request for the Requested Information unless the Commonwealth determines that the Requested Information is clearly not protected from disclosure under the RTKL. Should the Commonwealth determine that the Requested Information is clearly not exempt from disclosure, the Contractor shall provide the Requested Information within five (5) business days of receipt of written notification of the Commonwealth’s determination. 

(f) If the Contractor fails to provide the Requested Information within the time period required by these provisions, the Contractor shall indemnify and hold the Commonwealth harmless for any damages, penalties, costs, detriment or harm that the Commonwealth may incur as a result of the Contractor’s failure, including any statutory damages assessed against the Commonwealth.

(g) The Commonwealth will reimburse the Contractor for any costs associated with complying with these provisions only to the extent allowed under the fee schedule established by the Office of Open Records or as otherwise provided by the RTKL if the fee schedule is inapplicable.

(h) The Contractor may file a legal challenge to any Commonwealth decision to release a record to the public with the Office of Open Records, or in the Pennsylvania Courts, however, the Contractor shall indemnify the Commonwealth for any legal expenses incurred by the Commonwealth as a result of such a challenge and shall hold the Commonwealth harmless for any damages, penalties, costs, detriment or harm that the Commonwealth may incur as a result of the Contractor’s failure, including any statutory damages assessed against the Commonwealth, regardless of the outcome of such legal challenge. As between the parties, the Contractor agrees to waive all rights or remedies that may be available to it as a result of the Commonwealth’s disclosure of Requested Information pursuant to the RTKL.  

(i) The Contractor’s duties relating to the RTKL are continuing duties that survive the expiration of this Contract and shall continue as long as the Contractor has Requested Information in its possession.

58. ENVIRONMENTAL PROTECTION
In carrying out this Contract, the Contractor shall minimize pollution and shall strictly comply with all applicable environmental laws and regulations, including the Clean Streams Law, Act of June 22, 1937, as amended; the Pennsylvania Solid Waste Management Act, Act of July 7, 1980 (P.L. 380, No. 97), as amended; and the Dam Safety and Encroachment Act, Act of November 26, 1978 (P.L. 1375, No. 325), as amended.
59. ASSIGNABILITY

(a) This Contract may not be assigned by Contractor, either in whole or in part without the prior written consent of the Commonwealth, which consent shall not be unreasonably withheld, conditioned, or delayed.  Transfer of the majority of the stock or the majority of the assets of a corporation, or other change of ownership will be deemed an assignment.  In the event that Contractor requests the right to assign this Contract, including an assignment to an affiliate or subsidiary, Contractor will provide the Commonwealth with copies of the following documents (to the extent they exist): most recent audited financial statements and such other documents as Commonwealth reasonably deems necessary.  Within thirty (30) days of such notice, the Commonwealth shall provide its written decision regarding the requested assignment.  
(b) Subject to the terms and conditions of this Section 58 (Assignability), the Contract is binding upon the parties and their respective successors and assigns.

(c) Any assignment consented to by the Commonwealth shall be evidenced by a written assignment agreement executed by the Contractor and its assignee in which the assignee agrees to be legally bound by all of the terms and conditions of the Contract and to assume the duties, obligations, and responsibilities being assigned.  In addition, the assignee must execute a contract with the Commonwealth in the same form as this Contract.

(d) Notwithstanding the foregoing, the Contractor may, without the consent of the Commonwealth, assign its rights to payment to be received under the Contract, provided that the Contractor provides written notice of such assignment to the Commonwealth together with a written acknowledgement from the assignee that any such payments are subject to all of the terms and conditions of the Contract.

(e) A change of name by the Contractor, following which the Contractor’s federal identification number remains unchanged, is not considered to be an assignment.  The Contractor shall give the Commonwealth written notice of any such change of name.

60. INDEPENDENT CAPACITY OF CONTRACTOR
(a) The parties to this Contract agree that the Services performed by the Contractor under the terms of this Contract are performed as an independent contractor and nothing contained in this Contract shall be construed to make either Contractor or Commonwealth partners, joint venturers, principals, agents or employees of the other, except only to the extent that Contractor is expressly appointed under the Contract to act as the agent of Commonwealth and, in those cases, only to the limited extent of such express appointment.  No officer, director, employee, agent, affiliate or contractor retained by Contractor to perform work on Commonwealth's behalf hereunder shall be deemed to be an employee, agent or contractor of Commonwealth.  Neither party shall have any right, power or authority, express or implied, to bind the other. As between Contractor and Commonwealth, Contractor is solely responsible for payment of all income, disability, withholding and other employment taxes, and all medical benefit premiums, vacation pay, sick pay and other fringe benefits resulting from Contractor's retention of any such officers, directors, employees, agents or contractors.
(b) Except as otherwise provided by the terms of this Contract, the Commonwealth shall have no control over the manner in which the contractual Services are performed by the Contractor, or any subcontractor.  Any job specifications or standards of work attached to or incorporated into this Contract or any subcontracting restrictions contained in this Contract shall not be construed as the Commonwealth’s direction or control over the manner of the performance of Services provided by the Contractor.
61. THIRD PARTY BENEFICIARIES
Each party intends that this Contract shall not benefit, or create any right or cause of action in or on behalf of, any person or entity other than Commonwealth and Contractor.
62. PRIVATE CERTIFICATION REGARDING SUSPENSION
tc  \l 2 "35.04
Certification Regarding Suspension"
Contractor certificates that it is not currently under suspension or debarment by Commonwealth, any other state, or the Federal government.

63. SUSPENSION OF SUBCONTRACTORS

tc  \l 2 "35.05
Suspension of Subcontractors"
If Contractor enters into any subcontracts or employs under this Contract any subcontractor's individuals who are currently suspended or debarred by Commonwealth or the Federal government or who become suspended or debarred by Commonwealth or the Federal government during the term of this Contract or any extensions or renewals thereof, Commonwealth shall have the right to require Contractor to terminate such subcontracts or employment.

64. ASSIGNMENT OF RIGHTS UNDER THE ANTITRUST LAWS
It is recognized that in actual economic practice, overcharges by Contractor’s suppliers resulting from violations of state and federal antitrust laws are in fact borne by the Commonwealth.  As part of the consideration for the award of this Contract, and intending to be legally bound, the Contractor assigns to the Commonwealth all rights, title, and interest in and to any claims Contractor now has or may hereafter acquire under state and federal antitrust laws relating to the goods and services which are provided by the Contractor under this Contract.
65. SIGNIFICANT EVENTS

Commonwealth requires the right to adjust the scope or volume of Services to be provided in response to an event, or series of events taken together, that have or will have a significant and sustained impact on Commonwealth’s demand for the Services, and requires Contractor to equitably adjust the price for the Services to reflect any such changes to the scope or volume of the Services. 

66. FORCE MAJEUREtc  \l 1 "ARTICLE 20.  FORCE MAJEURE"
No failure or delay by Contractor in the performance of its obligations pursuant to this Contract shall be deemed a default of this Contract or a ground for termination hereunder (except as provided in this Section 65 (Force Majeure) to the extent such failure or delay is due to a Force Majeure Event and such Force Majeure Event could not have been prevented by Contractor’s reasonable precautions or efforts to mitigate damage.  The occurrence of a Force Majeure Event does not limit or otherwise affect Contractor's obligation to provide normal recovery procedures and any disaster recovery services described in Section 15 (Disaster Recovery and Business Continuity) to the extent such obligations are not directly precluded by the occurrence of that Force Majeure Event.  The occurrence of a Force Majeure Event in respect of another customer of Contractor does not constitute a Force Majeure Event under this Contract, except to the extent such customer and Commonwealth experience the same Force Majeure Event at a site shared by Commonwealth and such other customer.  The party delayed by a Force Majeure Event shall immediately orally notify the other party (to be confirmed in a written notice within three (3) business days after the inception of such delay) of the occurrence of a Force Majeure Event and describe in reasonable detail the nature of the Force Majeure Event.  From and after becoming aware of a Force Majeure Event, the party delayed thereby shall undertake all commercially reasonable measures (including the use of alternative sources for products and services and workaround plans) to mitigate the impact and duration of the Force Majeure Event, and such party shall consistently and diligently prosecute such measures until the Force Majeure Event is relieved.  If Contractor does not fulfill its obligations under the immediately preceding sentence and, as a result thereof, such Force Majeure Event precludes Contractor from delivering the Services for more than forty five (45) days, Commonwealth may terminate this Contract for cause under Section 32(c), but without regard to any additional cure periods provided for therein.  In any other case in which a Force Majeure Event precludes Contractor from delivering the Services for more than forty-five (45) days (without consideration of any such Services performed from a business recovery center under Section 15 (Disaster Recovery and Business Continuity)), Commonwealth may terminate this Contract for convenience under Section 32(a), but without regard to any notice period or additional cure periods provided for therein.  In the event of a Force Majeure Event, Contractor shall not increase the Fees under this Contract or charge Commonwealth usage fees in addition to the Fees except for applicable disaster recovery declaration and usage fees in accordance with the provisions of Section 15 (Disaster Recovery and Business Continuity).  

67. CONFLICT OF INTEREST
Contractor, by signing this Contract, covenants that it has no undisclosed public or private interest, direct or indirect, and shall not acquire directly or indirectly any such interest, and that Contractor has no association, direct or indirect, which interest or association does or may conflict in any manner with the performance of the Services or any other obligations of Contractor under this Contract.  Any such conflicts shall be disclosed to Commonwealth, and Commonwealth shall determine whether such conflict is cause for termination of this Contract.  Contractor further covenants that, in the performance of this Contract, no person having such interest shall be employed by or associated with Contractor.
68. OFFICIALS NOT TO BENEFIT
No official or employee of the Commonwealth and no member of its General Assembly who exercises any functions or responsibilities under this Contract shall participate in any decision relating to this Contract which affects their personal interest or the interest of any corporation, partnership, or association in which they are, directly or indirectly, interested; nor shall any such official or employee of the Commonwealth or member of its General Assembly have any interest, direct or indirect, in this Contract or the proceeds thereof.
69. CONSENTS, APPROVALS, NOTICES AND REQUESTS
Unless otherwise specified in this Contract, all consents, approvals, notices and requests, acceptances or similar actions to be given by either party under this Contract shall not be unreasonably withheld, delayed or conditioned and each party shall make only reasonable requests under this Contract.
70. REQUIRED CONSENTS

The Commonwealth, with reasonable assistance at no additional cost by Contractor and its agents shall obtain all consents, approvals, authorizations, notices, requests and acknowledgements necessary to allow Contractor to use the Commonwealth Software, the Commonwealth Machines and the services under Commonwealth's third party service contracts, all to the extent necessary to enable Contractor to provide the Services to Commonwealth.  Commonwealth shall be responsible for all costs and expenses imposed by third parties in connection with obtaining any such consents.  Contractor shall obtain all consents, approvals, authorizations, notices, requests and acknowledgements necessary to allow (1) Contractor to use the Contractor Software, the Developed Software and the Contractor Machines to provide the Services to Commonwealth, and (2) Commonwealth to use the Contractor Software in accordance with the terms of this Contract upon the expiration or termination for any reason of Contractor's obligation to provide the Services or of this Contract.  Contractor shall be responsible for all costs and expenses imposed by a third party in connection with any such consents described in the foregoing clause (1).  Commonwealth's costs and expenses under the foregoing clause (2) shall be governed by the terms of Section 40(b).02.  Each party shall cooperate with and assist the other party in obtaining the consents contemplated in this Section 69 (Required Consents).
71. REQUIREMENTS FOR INFORMATION IN LEGAL PROCEEDINGS

(a) If the Commonwealth notifies Contractor, or Contractor is otherwise aware, that particular Commonwealth Confidential Information may be within attorney-client or work-product privileges of the Commonwealth, then regardless of any applicable exclusions, Contractor (i) shall not disclose such the Confidential Information or take any other action that would result in waiver of such privileges and (ii) shall instruct all Contractor Personnel who may have access to such communications to maintain privileged material as strictly confidential and otherwise  protect the Commonwealth privileges.   

(b) To the extent requested by the Commonwealth, Contractor shall comply with the Commonwealth’s litigation response plan, including policies and procedures to prepare for and respond to discovery requests, subpoenas, investigatory demands, and other requirements for information related to legal and regulatory proceedings, as such plan may be revised from time to time, including preparing for and complying with requirements for preservation and production of data in connection with legal and regulatory proceedings and government investigations. Upon receipt of any request, demand, notice, subpoena, order or other legal information request relating to legal proceedings or investigations by third parties relating to any Materials, the Confidential Information or related Systems in Contractor possession, Contractor shall immediately notify the Commonwealth  and provide the Commonwealth with a copy of all documentation of such legal information request, to the extent Contractor legally may do so and shall cooperate with the Commonwealth in responding to such request, demand, notice, subpoena, order or other legal information request.

(c) Contractor's cost of complying with this section shall be at no additional charge to the Commonwealth. 

72. EXAMINATION OF RECORDS

The Commonwealth may, at reasonable times and places, audit the books and records of Contractor or its subcontractors to the extent that the books and records relate to the performance of the contract.  Contractor shall maintain books and records related to the Contract for a period of three years from the date of final payment under the Contract.  Contractor shall include a requirement in agreements with subcontractors that requires the subcontractor to maintain its records for the same length of time.

73. SURVIVAL
Sections 4, 33, 35, 36, 37, 38, 38, 40, 41, 47, 48, 49, 52, 53, 72 shall survive the expiration or termination of the Contract. 
74. SEVERABILITY
If any provision of this Contract is held by a court of competent jurisdiction to be contrary to law, then the remaining provisions of this Contract or the application of such provision to persons or circumstances other than those as to which it is invalid or unenforceable shall not be affected thereby, and each such provision of this Contract shall be valid and enforceable to the extent permitted by law.
75. WAIVER
No delay or omission by either party to exercise any right or power it has under this Contract shall impair or be construed as a waiver of such right or power.  A waiver by any party of any breach or covenant shall not be construed to be a waiver of any succeeding breach or any other covenant.  All waivers must be in writing and signed by the party waiving its rights.
76. PERIOD OF PERFORMANCE

The Contractor, for the life of this Contract, shall complete all Services as specified under the terms of this Contract.  In no event shall the Commonwealth be responsible or liable to pay for any Services provided by the Contractor prior to the Effective Date, and the Contractor hereby waives any claim or cause of action for any such Services.

77. SPECIAL REQUIREMENTS

The Commonwealth reserves the right to purchase Services covered under this Contract through other procurement methods whenever the Commonwealth deems it to be in its best interest.

78. GOVERNING LAW
This Contract shall be interpreted in accordance with and governed by the laws of the Commonwealth of Pennsylvania, without giving effect to its conflicts of law provisions.  Except as set forth in Section 34 (Contract Controversies), Commonwealth and Contractor agree that the courts of the Commonwealth of Pennsylvania and the federal courts of the Middle District of Pennsylvania shall have exclusive jurisdiction over disputes under this Contract and the resolution thereof.  Any legal action relating to this Contract must be brought in Dauphin County, Pennsylvania, and the parties agree that jurisdiction and venue in such courts is appropriate.
79. COMPLIANCE WITH LAWS
(a) The Contractor shall comply with all federal, state, and local laws applicable to its work, including, but not limited to, all statutes, regulations and rules that are in effect as of the Effective Date of the Contract and shall procure at its expense all licenses and all permits necessary for the fulfillment of its obligation.
(b) If any existing law, regulation or policy is changed or if any new law, regulation or policy is enacted that affects the Services provided under this Contract, the parties to the Contract shall modify this Contract, via Section 27 (Change Control), to the extent reasonably necessary to:
(1) Ensure that such Services will be in full compliance with such laws, regulations and/or policies; and
(2) Modify the rates applicable to such Services; and 
(3) Address any schedule impacts.
80. SMALL DIVERSE BUSINESS COMMITMENT 

Contractor shall meet and maintain the commitments to small diverse businesses in the Small Diverse Business (“SDB”) portion of its Proposal.  Any proposed change to a SDB commitment must be submitted to the DGS Bureau of Small Business Opportunities (“BSBO”), which will make a recommendation as to a course of action to the Commonwealth Contracting Officer.  Contractor shall complete the Prime Contractor’s Quarterly Utilization Report and submit it to the Commonwealth Contracting Officer and BSBO within ten (10) workdays at the end of each calendar quarter that the Contract is in effect. 

81. ACKNOWLEDGEMENT
Commonwealth and Contractor each acknowledge that the limitations and exclusions contained in this Contract have been the subject of active and complete negotiation between the parties and represent the parties’ Contract based upon the level of risk to Commonwealth and Contractor associated with their respective obligations under this Contract and the payments to be made to Contractor and credits to be issued to, and Services to be provided to, Commonwealth pursuant to this Contract.  The parties agree that the terms and conditions of this Contract shall not be construed in favor of or against any party by reason of the extent to which any party or its professional advisors participated in the preparation of this Contract.
82. COVENANT OF FURTHER ASSURANCES

tc  \l 2 "35.24  Covenant of Further Assurances"
Commonwealth and Contractor covenant and agree that, subsequent to the execution and delivery of this Contract and without any additional consideration, each of Commonwealth and Contractor will execute and deliver any further legal instruments and perform any commercially reasonable acts which are or may become necessary to effectuate the purposes of this Contract.

83. COVENANT OF GOOD FAITH

Each Party agrees that, in its respective dealings with the other Party under or in connection with this Contract, it shall act in good faith. 

84. AMENDMENTS
No amendment to, or change, waiver, or discharge of, any provision of this Contract shall be valid unless in writing and signed by an authorized representative of the party against which such amendment, change, waiver or discharge is sought to be enforced.
85. ENTIRE CONTRACT
This Contract is the entire Contract between the parties with respect to its subject matter, and there are no other representations, understandings or Contracts between the parties relative to such subject matter
APPENDIX  A -  BUSINESS ASSOCIATE APPENDIX LANGUAGE
COMMONWEALTH OF PENNSYLVANIA

BUSINESS ASSOCIATE AGREEMENT


WHEREAS, the [name of program and/or Department] (Covered Entity) and Contractor (Business Associate) intend to protect the privacy and security of certain Protected Health Information (PHI) to which Business Associate may have access in order to provide goods or services to or on behalf of Covered Entity, in accordance with the Health Insurance Portability and Accountability Act of 1996, Public Law 104-191 (HIPAA), the Health Information Technology for Economic and Clinical Health (HITECH) Act, Title XIII of Division A and Title IV of Division B of the American Recovery and Reinvestment Act of 2009 (ARRA), Pub. L. No. 111-5 (Feb. 17, 2009), the HIPAA Privacy Rule (Privacy Rule), 45 C.F.R. Parts 160 and 164, and the HIPAA Security Rule (Security Rule), 45 C.F.R. Parts 160, 162 and 164, and all other applicable laws; and


WHEREAS, Business Associate may receive PHI from Covered Entity, or may create or obtain PHI from other parties for use on behalf of Covered Entity, which PHI can be used or disclosed only in accordance with this Agreement and the standards established by applicable laws; and


WHEREAS, Business Associate may receive PHI from Covered Entity, or may create or obtain PHI from other parties for use on behalf of Covered Entity that is in electronic form, which PHI must be handled in accordance with this Agreement and the standards established by HIPAA and the Security Rule and other applicable laws; and

 


NOW, THEREFORE, the parties to this Agreement set forth the following as the terms and conditions of their understanding.
1. Definitions.  

a) “Breach” shall have the meaning assigned to such term at 42 USCS § 17921 and HIPAA regulations at 45 C.F.R. § 164.402. 

b) “Business Associate” shall have the meaning given to such term under the Privacy and Security Rules, including but not limited to, 45 C.F.R. §160.103.

c) “Covered Entity” shall have the meaning given to such term under the Privacy and Security Rules, including, but not limited to, 45 C.F.R. §160.103.

d) “HIPAA” shall mean the Health Insurance Portability and Accountability Act of 1996, Public Law 104-191.

e) “Privacy Rule” shall mean the standards for privacy of individually identifiable health information in 45 C.F.R. Parts 160 and 164.

f) “Protected Health Information” or “PHI” shall have the meaning given to such term under HIPAA and the HIPAA Regulations in 45 C.F.R. Parts 160, 162 and 164, including, but not limited to 45 C.F.R. §160.103.

g) “Security Rule” shall mean the security standards in 45 C.F.R. Parts 160, 162 and 164.

h) Terms used, but not otherwise defined, in this Agreement shall have the same meaning as those terms in the Health Insurance Portability and Accountability Act of 1996, Public Law 104-191 (HIPAA), the Health Information Technology for Economic and Clinical Health (HITECH) Act, Title XIII of Division A and Title IV of Division B of the American Recovery and Reinvestment Act of 2009 (ARRA), Pub. L. No. 111-5 (Feb. 17, 2009), the HIPAA Privacy Rule (Privacy Rule), 45 C.F.R. Parts 160 and 164, and the HIPAA Security Rule (Security Rule), 45 C.F.R. Parts 160, 162 and 164.

2. Stated Purposes For Which Business Associate May Use Or Disclose PHI.  The Parties hereby agree that Business Associate shall be permitted to use and/or disclose PHI provided by or obtained on behalf of Covered Entity for purposes state in Attachment 1 , except as otherwise stated in this Agreement.

NO OTHER USES OR DISCLOSURES OF PHI ARE PERMITTED.
3.
BUSINESS ASSOCIATE OBLIGATIONS:

i) Security and Privacy Provisions Applicable to Business Associate.  Business Associate shall abide by the security and privacy provisions applicable to Covered Entities which are made applicable to the Business Associate by 42 USCS § 17931 and 17934.  
j) Limits On Use And Further Disclosure Established By Agreement And Law.  Business Associate hereby agrees that the PHI provided by, or created or obtained on behalf of Covered Entity shall not be further used or disclosed other than as permitted or required by this Agreement or as Required by Law. 
k) Appropriate Safeguards.  Business Associate shall establish and maintain appropriate safeguards to prevent any use or disclosure of PHI other than as provided for by this Agreement.  Appropriate safeguards shall include implementing administrative, physical, and technical safeguards that reasonably and appropriately protect the confidentiality, integrity, and availability of the electronic PHI that is created, received, maintained, or transmitted on behalf of the Covered Entity. 
l) Reports Of Improper Use Or Disclosure.  Business Associate hereby agrees that it shall report to the Covered Entity’s Privacy Officer, or his designee, and the Covered entity’s legal office, within two (2) days of discovery any Breach or use or disclosure of PHI not provided for or allowed by this Agreement (unless some more stringent standard applies under this Agreement).  Business Associate agrees to conduct reasonable diligence to discover improper use or disclosure of PHI.
Such notification shall be written and shall include the identification of each individual whose unsecured PHI has been, or is reasonably believed by the Business Associate to have been, accessed, acquired, or disclosed during the improper use or disclosure or Breach.  An improper use or disclosure or Breach shall be treated as discovered by the Business Associate on the first day on which it is known to the Business Associate (including any person other than the person committing the Breach, that is an employee, officer, or other agent of the Business Associate) or should reasonably have been known to the Business Associate (or such person) to have occurred.

d)
Reports Of Security Incidents.  In addition to following the Breach notification requirements in section 13402 of the HITECH Act and related regulations and guidance,  Business Associate shall report to Covered Entity’s Privacy Officer, or his designee, within two (2) days of discovery any Security Incident of which it becomes aware.  
e)
Subcontractors And Agents.  Business Associate hereby agrees that any time PHI is provided or made available to any subcontractors or agents, Business Associate shall provide only the minimum necessary PHI for the purpose of the covered transaction and shall first enter into a subcontract or contract with the subcontractor or agent that contains the same terms, conditions and restrictions on the use and disclosure of PHI as contained in this Agreement.  

f) Right Of Access To PHI.  Business Associate hereby agrees to allow an individual who is the subject of PHI maintained in a designated record set, to have access to and copy that individual’s PHI within five (5) business days of receiving a written request from the Covered Entity or individual.  Business Associate shall provide PHI in the format requested, unless it cannot readily be produced in such format, in which case it shall be provided in standard hard copy.  If any individual requests from Business Associate or its agents or subcontractors access to PHI, Business Associate shall notify Covered Entity of same within two (2) business days.  Business associate shall further conform with and meet all of the requirements of 45 C.F.R. §164.524, 42 USCS § 17936(e), and other applicable laws.
g) Amendment And Incorporation Of Amendments.  Within five (5) business days of receiving a request from Covered Entity for an amendment of PHI maintained in a designated record set, Business Associate shall make the PHI available and incorporate the amendment to enable Covered Entity to comply with 45 C.F.R. §164.526 and other applicable laws.  If any individual requests an amendment from Business Associate or its agents or subcontractors, Business Associate shall notify Covered Entity within five (5) business days.  
h) Provide Accounting Of Disclosures.  Business Associate agrees to maintain a record of all disclosures of PHI in accordance with 45 C.F.R. §164.528, 42 USCS § 17935(c), and other applicable laws.  Such records shall include, for each disclosure, the date of the disclosure, the name and address of the recipient of the PHI, a description of the PHI disclosed, the name of the individual who is the subject of the PHI disclosed, the purpose of the disclosure, and shall include disclosures made on or after the date that is six (6) years prior to the request or April 14, 2003, whichever is later.  Business Associate shall make such record available to the individual or the Covered Entity within five (5) business days of a request for an accounting of disclosures, or within such other time as may be dictated by applicable law.
i) Access To Books And Records.  Business Associate hereby agrees to make its internal practices, books, and records relating to the use or disclosure of PHI received from, or created or received by Business Associate on behalf of the Covered Entity, available to the Secretary of Health and Human Services or designee for purposes of determining compliance with the HIPAA Privacy Regulations. 

j) Return Or Destruction Of PHI.  At termination of this Agreement, Business Associate hereby agrees to return or destroy all PHI provided by or obtained on behalf of Covered Entity.  Business Associate agrees not to retain any copies of the PHI after termination of this Agreement.  If return or destruction of the PHI is not feasible, Business Associate agrees to extend the protections of this Agreement to limit any further use or disclosure until such time as the PHI may be returned or destroyed.  If Business Associate elects to destroy the PHI, it shall certify to Covered Entity that the PHI has been destroyed.  
k) Maintenance of PHI.  Notwithstanding Section 5(j) of this Agreement, Business Associate and its subcontractors or agents shall retain all PHI throughout the term of the Agreement and shall continue to maintain the information required under §5(h) of this Agreement for a period of six (6) years after termination of the Agreement, unless Covered Entity and Business Associate agree otherwise.
l) Mitigation Procedures.  Business Associate agrees to establish and to provide to Covered Entity upon request, procedures for mitigating, to the maximum extent practicable, any harmful effect from the use or disclosure of PHI in a manner contrary to this Agreement or the Privacy Rule.  Business Associate further agrees to mitigate any harmful effect that is known to Business Associate of a use or disclosure of PHI by Business Associate in violation of this Agreement or the Privacy Rule.
m) Training.  Business Associate will train all members of its workforce on its policies and procedures with respect to PHI as necessary and appropriate for the workforce members to carry out the functions required by this contract.  
n) Sanction Procedures.  Business Associate agrees that it shall develop and implement a system of sanctions for any employee, subcontractor or agent who violates this Agreement or other applicable laws.  
o) Grounds For Breach by Covered Entity. Upon Business Associate’s knowledge of a material breach by Commonwealth of this Business Associate Agreement, Business Associate shall notify Commonwealth of such breach and Commonwealth shall have at least thirty (30) days to cure such breach.  In the event Commonwealth does not cure the breach,  Business Associate shall have the right to report the violation to the Secretary.  Notwithstanding any other language in this Agreement, the parties agree that termination by the Business Associate is infeasible.
p) Grounds For Breach.  Any non-compliance by Business Associate with this Agreement or the Privacy or Security Rules will automatically be considered to be a breach of the Agreement, if Business Associate knew or reasonably should have known of such non-compliance and failed to immediately take reasonable steps to cure the non-compliance. Business Associate shall have thirty (30) days to cure such breach from the date of notice to cure by the Commonwealth.  In the event Business Associate does not cure the breach, the Commonwealth shall have the right to immediately terminate this Agreement and the underlying agreement.   If termination is infeasible, the Commonwealth shall report the violation to the Secretary.
q) Termination by Commonwealth.  Business Associate authorizes termination of this Agreement by the Commonwealth if the Commonwealth determines, in its sole discretion, that the Business Associate has violated a material term of this Agreement.  

r) Failure to Perform Obligations.  In the event Business Associate fails to perform its obligations under this Agreement, Covered Entity may immediately discontinue providing PHI to Business Associate.  Covered Entity may also, at its option, require Business Associate to submit to a plan of compliance, including monitoring by Covered Entity and reporting by Business Associate, as Covered Entity in its sole discretion determines to be necessary to maintain compliance with this Agreement and applicable law.

s) Privacy Practices.  The Department will provide and Business Associate shall immediately begin using any applicable form, including but not limited to, any form used for Notice of Privacy Practices, Accounting for Disclosures, or Authorization, upon the effective date designated by the Program or Department.  The Department retains the right to change the applicable privacy practices, documents and forms.  The Business Associate shall implement changes as soon as practicable, but not later than 45 days from the date of notice of the change.

4.
Obligations of Covered Entity:

a) Provision of Notice of Privacy Practices.  Covered Entity shall provide Business Associate with the notice of privacy practices that the Covered Entity produces in accordance with applicable laws, as well as changes to such notice.

b) Permissions.  Covered Entity shall provide Business Associate with any changes in, or revocation of, permission by individual to use or disclose PHI of which Covered Entity is aware, if such changes affect Business Associate’s permitted or required uses and disclosures.

c) Restrictions.  Covered Entity shall notify Business Associate of any restriction to the use or disclosure of PHI that the Covered Entity has agreed to in accordance with 45 C.F.R. §164.522 and other applicable laws, to the extent that such restriction may affect Business Associate’s use or disclosure of PHI.

5.   MISCELLANEOUS:

a) Regulatory References. A reference in this Appendix to a section in the Privacy or Security Rules means the section as in effect or as amended as reasonably determined by the Covered Entity.

b) Amendment. The Parties agree to take such action as is necessary to amend this Appendix from time to time as is necessary for the Covered Entity to comply with the requirements of the Privacy and Security Rules and the Health Insurance Portability and Accountability Act of 1996, Pub. L. No. 104-191.

c) Survival. The respective rights and obligations of Business Associate under section 5(i) of this Appendix shall survive the termination of the Agreement.

d) Interpretation. Any ambiguity in this Appendix shall be resolved to permit Covered Entity to comply with the Privacy and Security Rules as reasonably determined by the Covered Entity.

e) Changes in Law.  Business Associate shall comply with all applicable privacy and security rules and regulations, including but not limited to HIPAA regulations and the HITECH Act and HITECH regulations which are now in effect or which take effect during the term of this contract.  

Attachment 1 to Commonwealth of Pennsylvania Business Associate Agreement
Permitted Uses and Disclosures

of Protected Health Information
1. Purpose of Disclosure of PHI to Business Associate:  To allow ___________ to meet the requirements of Agreement # ___________.

2. Information to be Disclosed to Business Associate:  _____________________.

Use to Effectuate Purpose of Agreement:  __________ may use and disclose PHI to the extent contemplated by Agreement #________ ,and as permitted by law with Commonwealth approval and
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